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GEOENGINEERING: How to Cool the Earth—at a Price (page 24]

SCIENTIFIC "%
AMERICAN | ¢

POSSIBLE? ™

PLUGGING |
BRAIN §

November 2008 www.SciAm.com

wnload new memories?
itrol machines by thought?
e the ultimate
interface?

Order fr

How Nature * aks”
the Second Law

of Thermodynamics

Scan Anywhere
MRI-like Machine
Becomes Portable

DNA Logic

Program Molecules
for Work and Play

‘ ]i 11>
[

$5.99 UK. £3.95
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[PROGRESS AND PROSPECTS FOR NEUROTECHNOLOGY]

How to Load Text into Neurons—Mayhe

A clue to how you might input War and Peace or other high-level

information directly into the brain might be discerned by looking at
some of the most advanced research in neuroscience, Scientists are
studying ways to connect computers and prostheses directly to the

TYPES OF NEURAL CODE

100 milliseconds

brain and to understand the brain's neural code~how it converts
electrical signals that serve as inputs into behavioral outputs, such
asmoving an armor producing speech. Whether the obstacles to
constructing a brain input device can be overcame is highly uncertain,

PLUGGING INTO NEURONS

Professional Forensics Training Center

FUTURE APPLICATIONS

P&P LAW FIRM



Twitter by Brain (University of \

- NIBADTAIANDY

P&P LAW FIRM




Fil=  Edit Wiew Fawvorices Tools  Help

Qe - O - [¥ [&

i > avorites @‘3 <]+ = M- I

‘a,
P Search £y

Address |§| http: [ fblog. taragana. comfindes. php) archive fscientisk-tweet s-using-only-his-rnind

leo

Professional Forensics Training Center

v, ant-neuro . com

WASHINGTON - Taking a
revolutionary step towards
modern communication
technologies, a doctoral
student posted a  status
update =] the social

networking Wweb site Twitter
- anly by thinking about it.
Adam Wilson's rmessage-
"using EEG fto send tweet"-
just 23 characters  long,
demonstrated a natural,
manageable  way in  which
"locked-in" patients can
couple brain-computer
interface technologies  with

modern communication tools,

Wilsan, from University of Wisconsin-Madison biomedical engineering doctoral
student, is among a growing group of researchers worldwide who aim to perfect
a communication system for users whose bodies do not work, but whose brains
function narmally.

Such people include those having amyotrophic lateral sclerosis {ALS), brain-
stem stroke ar high spinal card injury.

There are brain-computer interface systems that employ an electrode-studded
cap wired to a computer, in which the electrodes detect electrical signals in
the brain - essentially, thoughts - and translate them into physical actions,
such as a cursor motion on a computer screen,

it Started thmklng that mowving a cursor on & screen is a good scientific
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http://gotoknow.org/file/techno4521/matrix.jpg
http://www.rfranco.org/wp-content/uploads/2008/09/matrix-imagem.jpg
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(BOOK EXCERFT]

By building mathematical models of its
IBM aims to i

By Stephen Baker | own
lustrations
lex Stamos p y and

BusinessWeek's 2006 Cover Story, “Math

Will Rock Your World,” announced anew

every keystroke, click, and e-mail can be studied. In
a chapter called “The Worker,” Baker travels to IBM,

- ageof rumbers. With theriseof newnet- | where

works, the story argued, all of us were
channeling the details of our lives into vast databases.

Those with the tools and skills to make
sense of them could begin to decipher our
movements, desires, diseases, and shop-
‘pinghabits—and predict our behavior. This
‘promisedtotransformbusiness andsociety.
Inabook expanding upon this Cover Story,
Th 3. Senior Wl Bak

introduces us to the mathematical wizards
who are digging through our datato decode
us as patients, shoppers, voters, potential
terrorists—even lovers.

One of the most promising laboratories
for the Numerati is the workplace, where

- Sensitive Datav.s. Insurance Policy ?

- Human Capacity ?

RUeAT a26ba YD

building predictive models

of their own colleagues. An excerpt:

77 | Onalate spring morning I drive up into the forests of
lick on the computer mouse fed these digital troves.

IBM'’
‘Thomas J. Watson Research Center. It sits
likeafortress atopahill, along, curved wall
of glass reflecting the cotton-ball clouds
floating above, I have a date there with
‘Samer Takriti, a Syrian-born mathemati-
cian. He heads up a team that's piecing to-
gether mathematical models of 50,000 of
IBM's tech consultants. The idea s to pile
up inventories of all of their skills and then
to calculate, mathematically, how best to
deploy them. I'm here to find out how
‘Takriti and his colleagues go about turning
IBM's workers into numbers. If this works,

SEPTEMBER 62008 | BUSINESSWEEK.
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Hacker language
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Intelll Tem

title:login - fAun1iny Google - Windows Internet Explorer,

@.\:} - |3 httpe f v, google, co thysearch?hl=theq=inkitle% 3alogindmeta= V| 45| K | | -
File Edit  Wiew Favorites Tools  Help % <
oy [ & inkitle:login - Auniiaa Google l_l @ - B [;é; - |sik Page - Q} Tools -
Hu silsw pswiv Buudan (Blogs) aisumdu Gmail  cudu v wingdssun

Go ogle [inite-login | [fon ) zpendees

- 2 v al -
dum: @ Gy O wibidumslng O wihwa Usaonelne

u samseun 1 - 10 sianisaindseana 18,300,000 dwduenin intitle:login (0.22 Juni)

LOGIN

A mFuEming. dmdn. wamedion, is1inisnsy. §snssU. asRdauuarIasiia, asradaudiaya
msaaradioun, erasavsyanawaanadeu ...

www dbd go th/official_login php - 13k - wiihfiandAuli - wiifiedindu

Login - Wikipedia, the free encyclopedia

15 Apr 2008 ... From Wikipedia, the free encyclopedia. (Redirected from Logging (computer
security)). Jump to: navigation, search ...
en.wikipedia.org/wiki/Logging_(computer_security) - 29k - niihiigadu’li - wihfeadiodu

Login = OCSC e-Learning System (Power by Chula ELS)

"lanuwanisiZaud lifiTuaudu asauas mudaeas Sefdaguanmneioogn " qudinuinis b
Fzuinialana aaniwdmuidisigaswaan dninau now. ..

51.19.242 123/mouels/main/defaultAll52_asp - 10k - wiihfigaAu’ld - wihfediodu

Login (dwiuasiagaiFdiiadg)

fuswis £ 13 mind. Username. Password. nsainsandiaya Usemame uar Password Tignéias
Wiadnstunisidinlfnussuy.

www_nsru_ac_th/hotline/adminlog html - 2k - wiiAiandAuli - wiifadiadu

Jdogin: The USENIX Magazine

... ;login: The USENIX Magazine. :login:, one of the benefits of being a member of USENIX, is
published six times a year. It features technical articles on ...
www_usenix.org/publications/login/ - wiiifimsefdu

STOU Course : Login

dadnAnsudindssunuazuaaasfiounaizainuy Browse courses wd walisa nsausifuda
Login dinuntmifdasdnidyaimfaoandowls ..

course_stou.ac.th/atutor! - 11k - wiiAgmArls - wihRediodu

Cone @ Internst =

Rk 556D V(D P&P LAW FIRM




Professional Forensics Training Center
N\ A4 ’a W — N\ N\ PaVWae ¥
..B.”ﬁ ll@ III\ |QIIIEIAM\ A\ I

~ 7 NVI\ ~

Azureug AeAba B0 | @AFFR Bsa orrents
Clickstet A GRaei HES T @ §U0

VAVl

Fast Video Da&wvQlada® A eeid & A
jDownloader E O 6 & U° aRapsSH&#ERBIE 6 A

N A\ N A Suan

LastShar(i B oERaEeAeT 30i | A

N 7 Ve 4

NaRiveE EIEGHTEEaRRaee] G 0
N@Recorfe 0 U @+ A @aod3° et 4 EE 6 A

PeerGuated [@hiaosliH &t WA
CHIP Securltyﬁmwwaﬁm

P&P LAW FIRM




Professional Forensics Training Center

oogle scanner

@.\-— |g, hktp fvvn softpedia, com/download TagfGOOGLE+Scanner V| *3|| X | L2
File Edit View Favorites Tools  Help EE_\:
v o [@GOOGLE Scanner - download kag - Softpedia l l @ T &3 T @ ~ |5h Page - 'ﬂf" Tools -

ARKTHISSITE

SOFTPEDIA

TODAY'S NEWS: Florida Teen Commits Suicide on Web Cam

# WINDOWS GAMES DRIVERS MAC | LINUX | SCRIPTS MOBILE HANDHELD G GETS™

PROGRAM Home / Windows / Tags /
FINDER

INDOWS CATEGORIES: Downloads tagged with. GOOGLE Scanner

% Antivirus
+ Authoring tools Downloads Best free do ads

v Best free Ma chosen by our
= CD/DVD Tools =

+ Compression tools Macworldecanada.ca

=+ Desktop Enhancements <>

Ads by Google
File managers

Internet
IPOD TOOLS
Mobile Phone Tools GOOGLE Scaner 1.0 Size: 60 KB May 15th, 2006 GMT

[ —— Platform: wWindows All NEW
uifimedia V' &  pdd search terms in to this program,

License: Freevare
then receive a

Network Tools <

+ Office tools Downloads: 1,551

[read =
Others [read mor= =] Screenshot: view screenshots e DOWNLOAD

PORTAEBELE SOFTWARE

Rating: Fair (2.3/5)

Programming

+ Science / CAD

(2 items remaining) Downloading picture http:f s softpedia. com/base_imaff_news.gif... [\; 0 Internet
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Case Study

Remote Aassss
Log in

Sandl email
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Case Study

A) User Name + Password (Normal Log-in)

Log out

v

Log-in

Username + Password
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Case Study

B) MSN Auto-sign in

Usernam Password

MSN Auto-sign in

P&P LAW FIRM




P&P LAW FIRM



NN - N

%mﬁSnlffer)
o@ﬁm-AOAa @Cé@-ééUéﬁ
A0 azym mm@%

VoS

P&P LAW FIRM



Professional Forensics Training Center
nn L L
N ' N\

(14UoOaT fﬁ&%@al U Aeé°
A)yﬁe(a i Ae@uAAE‘aFLD

Iﬁoﬂeeallfaaymwe

R 0 Ol ASAG BEIRA AAG @A DeX440 §y eCA T &

o) 0 Oay Aa O6seEE 8003 PO DU § O ir codeh
ISBN Code

P&P LAW FIRM




_AA-7Ta0e ajioe 1a6ayaeAUol Ec¢

@ﬁMMMMWﬂE@E@ﬁWW&M%MW@K%

Nl N AN I\(\ "N

) 308y eAU000ayAadowdaovowy &OA

e 0 4 AT UUCOT a0ay eAladay Aa O

P&P LAW FIRM




AeoaYdoOyAocaeAd?d

o ¢§& ST OO SDpls
(RS L AR M“L&“éu:g imﬁl e

oep ) 5 RiMye PEtoG UO 6 AagcUé0o aE A

P&P LAW FIRM




Professional Forensics Training Center

Vd ~ A\ A\
V4 \ ~ v ~ N\

AeoavYooOyAocéaeAo

51 ommmmmmmw
> L i

P&P LAW FIRM



V4 ~ N\ N\
AeoavYdoOyAocaeAo

N\ NS N

LB@QMIWZG@ _ 0
A aeA NG beal “‘&Aﬂ“, Eémd%@lﬁa@@nm:bﬁ
U6@x+-Ei U-é¢EAeUUO D

ao62oaYal - AOBCoy Aadapgci EA
OXl

**xx*Skimmer machine

P&P LAW FIRM







AeoavYooOyAocéaeAo
4 6 UhaYUN Sl 6600 6 3 26810

Ueal dA be0 O Eeda e (O 8 6EFI ¢
Aé Ué oammss UUG O

YA U SpOEERPHD U 680A), (RLLERAI S BRERA3626A0 - T E &

@M@WWEM@M b
aeaaldA

VUM @it é E B 06

P&P LAW FIRM




Vd

AeoaYdoOyAocaeAd?d

L] I I NI n S\ 1 ”e 7 A\ ~ N\ 7 z ~ ) AN I/ N V4 4
a ¢ Eﬁﬁmm AMWUALW
N A4 NN -— N\ S Zz. [N} [ nn 7 L N\ N\ L4 2\ e S [N ]
OaEa AR e RO e @@éﬁﬁ] ad &
N L a4 Vd — VR 2N a4 LN N
L) | ] L

P&P LAW FIRM




ARAGEUOI 100686
 ARBRGBDA° R

m N N 7 I\ - S\ SN\ z

é@d\ﬁb@iﬁaﬁeﬂ” & S A (a7 LB el

P&P LAW FIRM



Professional Forensics Training Center

IR A ANJu

Q: UN @D HeaA beA oBAR0N % &

(1) Sender Address
2 IP AddesSMTP/BOP

File:Spammed-mail-folder. png - Wikipedia, the free encyclopedia - Microsoft Internet Explorer

File Edit iew Favorites Tools Help .1'
- — a —
L= o = A ] - 2
< => » ,‘_-: < al e ) search T Favorites {:‘3 hl=—— L I ‘i
address @ http: fien.wikipedia. orgfwikifFile : Spammed-mail-folder. prg vl Go %j -

Try Beta 2 Login / create account -~
Tile discussion wiew source

File:Spammed-mail-folder.png @

From wWikipedia, the free encyclopedia

The Free Encyclopedia File File history File links
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= hain page =
= Contents Subject Sendar [Dale - =
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45 PERSONAL esnol2005 06.02.2005 56

interaction

= AhoutWikipedia
= Community portal

= Recentchanges Breaking Mews Dee H. Edwardsd .02.2005
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= Donate tovikipedia @450 100% zum einladen__ 1679438 Isel Rics 03.02.2005
= Help w4 Enjoy your wanted meds. tracey uliano 03.02.2005
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) insasuimsndnsua
» iy WsasSiadwduaafiaangdv
» wushu b

PR TR Sy T s Wiavaagasd ddwduansdintueassumsndns e Widnluag
wzitisulduinis Visa/Visa Registration Turiu'leed

www.kasikornbank.cd/enrollfenroll.aspx/ Wali

) antinagaisunEg A Tamnuaelinsimsndasiednuaniu

» ansnazausas

sumsTaseatigndavinuisnssia uammaniasaiazdngiu e
tuvaassnat mavinda e ldnsanudn wialidasduday
mia’aumuswazlﬁumv‘imﬁunimu‘mda K-Contact Center
028888888 nm 01 sau 1!

UszaisisiaHasiidaussau

Lls:n‘lﬁﬁm'jaﬁﬁﬁ‘mésfauﬁalﬁuuvlu ASANET B AnTUASANEIE
'L]i:WIfl Ju 21 w2550
SET 692.46 -2.64 FUVIREU du 4 a1Rsuin RIS IuAs s dYIr ARSI azAstnd
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Phishing -paypal

Dear PayPal, -« The strange greeting

We recently noticed one or wmore attempts to log in to your PavyPal acocount
from & foreign IP address.

If wou recently accessed yvour account while trawveling, the unusual log in
attempts way have been initiated by yvou. Howewer, 1if yvou did not initiate
the log ins, please wisit PayPal as Ssoon as vbossikble to werifw wvour

identitwy: a PayPal - Welcome -

Fil=  Edit Miew Faworites  Tools  Help

http=: /S www. l.comfusocgi-bind

@Back - 'L.) \J m jSearch 5 (Faw:urltes €3| - .,1_ - @
Verify wour curit T
the only per dress Ejhttp:,l',I'EEIE.143.165.163,l'i|:|:|ns,l'www.pavpal.u:u:um,l'

Thanks for your patien® \let':‘v j| §§ Search web  ~ | @ | &0 1 blacked €] AutoFil | Eﬂptiuns

g FEPAEL

FEOTECT YOUR F

Welcome Send Money Request

MNEWEER giwve wour password to any
http=s: fwwuw. paypal .com/ . Protect v
opening & new wekh hbrowser (e.g. In
in the PavPal URL ewvery time wou 1

Member Log In Forgot your Password?

Ernail Address ||
FPlease do not reply to this e-mail

answered. For assistance, log in t Password | Lu:uglnl
FHelp™ link in the header of any p
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Phishing

'3 PayPal - Log In - Microsoft Internet Explorer

File Edit View Favorites Tools Help

h\k =

- D (2] 4| Qusearch [kjFavorites GhMedia 4 | BN~ S =

ﬂddl’eSS https Ihwww, paypal.comfcgi-binfwebscr?cmd=_login-run

\

Welcome Send Money

mber Log In

® \ The spooi

General I

| B PayPal - Thank you

Protocol: HyperT ext Transfer Protocol

Type: PHP File

Connection: Not Encrypted

ﬁ-ﬁgﬁSSi _ttp:.f.o"21 8.246.224 203/icons/.cai-bin/paypal/car
istered users log In here, Be sure to prot. . ° — bin/webscremd_thank_you.php
Email Address: I Size:
Password: I
; Created: 05.10.2005 r.
New users sign up here! It only takes a m
Modified: 05.10.2005 r.
LCertificates I
About | Accounts | Fees | Privacy | Security Cente|
Ma:
ST, OK Cancel l Aoply ]
Copyright ©@ 1999-2004 PayPal. all rights reserved. ‘
Information about FDIC pass-through insurance
=
[&) [ [ | |4 internet 7
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Phishing -Citibank

- Tou s, AL G T e B8 | ]
E BN R T e P AT Al T e el L G R R T S

Fil= Edit Wiew  History Bookmarks Tools Help

lll=] BT & [

<-"3 - - @ g | hktp: 72, 14,235, 104 search?g=cache: Tar4kzIHr U 1:vwens Ehaicert. org/paperfbasicf phishing. php+phishingi | hd | [ ] "'| | g ]
> Getting Started l:,'. Latest Headlines
GOEngE phishing E] (5| search - *r@ H’ = i::? Bookmarks~ @ = ﬁ;} Check = % Autolink (ﬂ | = Send bom éy > @ Sektings™
I;I \EAGE A aL .. ..'u*' The Erungthep ... _.ﬂl" The Krungthep ... ..'u*' AgALMgSsda B, .. |_| THE UMLEASHE. .. _.ﬂl" The Krungthep ... wMATAASTa... G -
=
P o Privacy = citl.com
Cltl Careers = Use Credit Wisely = Site Map = citlcards{:fm = Espafiol

|

Lear Ciibank user.

Lz part of our contimung comrmtment to protect your account and to reduce the mstance of fraud on our website, we are undertalong a peniod review of our member
accounts.

Tou are requested to wsit our site by following the link oven belows

hitpffwrarwr cittbanks. comdawr- oo/ o T2 A PT. Al Ywenficationd®a Y FOEE0E00 19

Pleaze fill in the required information.

This 15 required for us to continue to offer you a safe and risk free environment to run your business, and maintamn the Citibank expenence.

Thank vou

Loccounts IManagement

Lz outlined in our TTzer Agreement, Ciibanl: will periodically send yvou mformation about site chatges and enhancements, Visit cur Privacy Policy and Uzer
Aoreement if wou have any questions.

Copyright 2003 Citibank Inc. A1l Rights Feserved.

Desipnated trademarks and brands are the property of their respective owners.

Citthank and the Ciibank logo are trademarks of Citibank Inc

Amnouncements | Eegster | SafeHarbor (Bules & Safety) | About us
Copyright © 19%5-2003 Citihanle Inc. All Rights Eeserved.
Designated trademarks and brands are the property of thew respective owners.
(<] i | 5]

(<]

Rk 556D V(D P&P LAW FIRM




Professional Forensics Training Center

Phishing

SR s et - oz e T

Bookmarks  Tools  Help
/‘I | http:,l',l'?2.14.235.104,|'search?q=cache:Tar4KzIHrXUJ:www.thaicert.org,l'paper,l'basic,l'phishing.php+phishingf| * | [}] "l

@ Sendtor A 3 @ SettingsT
I tmnﬁnn'ls‘i—-m... (15 |-

=] BT =]

=&

Q)

p LIRS AT

File Edit Wiew  History

- > @
P cetting Started L:T,'. Latest Headlines

Google | phishing

s 50 B - 9% Bookmarksw T8k o %55 check + %y autalink T
_.ﬂ.l" The Krungthep ...

D |C| search -«
|| THE UMLEASHE...
|

L1 windmommau ... _.ﬂ.l" The Krungthep ... _.’-" The Krungthep ... _.’-I" AFALHgSAa B
e * sign on ¢ open account * contact us ¢ search » privacy » citbcor
CItI FPRODUCTS & SERVICES PLANNING & TOOLS INVESTING & MARKETS HELF DESK my citi

a

Update your AT Dehit Card on your Citihank account :

Uze thiz seoure form to update wour ATRDehit Card information on
sour Citibank account. The transmitted ATRD ebit Card information is A
Welcome to the place where you can do it alll

protected by the industry standard encrypted 3310 connection,

To get started using Wy Cin, just sign on with your TTzer ID and Password. Then you can take adwv:

ATM/Debit Card (CIN)|
Expiration Date::| hWMonth LI |‘r’earL|
Pin Mumber: Acvward Winning Services
Email Address:| The #1 Online Bank 1
Your User ]D:I Free Online Bill Payment
The easiest way to pay virtually anvone, anvtme

Your Passworﬂ:l
Your Home Page

: The one place to manage vour Cili accounts
Subrmit |

get started 5

register for free

learn more »
tak

e a tour

(<]
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" G K HX@ vk SUT KK by KAGH [T HTHT v =@l y - MK KTH eHH Y

X IYeRR THH@MEHTSIKH,

HTIHXx 1K x:0: " x K K3 K XO[ oS MKy HWT T kp W

T YKHAHT KT eHH T KAHM SvelBRR THH@MEHTHKG i TROK ™ H X
Kxs: kY Kk kuy

QX Yo H V] Thyax @ e T | HHY THHK HEY o T @R ST, V. 5T KM
30 K K X HK
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2 kx pT UNTF ~ (Urking) T Y: " ©

1 Hyperlink

Source Code ~ URL Resource Locator

<dret http://www.cpn.conx / a >

* HTML = Pointer to the address of a page

<dref.> = Instructing computer to fetch the homepage dire
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http://www.ilct.co.th/publication.html

N\ N\ Vo N N\ |

Uol i 6yAocaeAoUA

ADeep Linking— Banner Advertising

Alnline Linking

HTML Displaying text & image (text only)
User instructs the browser (Internet explore

to download image automatically

<IMG SRC ...> = downloading target image
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System)

Napster (www.napsteuiteiayvw.

W mapster

Home
Download
Speak Out
NewArtists Join the largest, most diverse online
PressRoom community of music lovers in history by
downloading and installing Napster. It's
fun, simple and free.

Featured Artist

Welcome to Napster

Elwood
We're psyched to have another Elwood track, "Red Wagon,"
to offer to the Napster community. Fire-up your Napster
software and use "Elwood" as your search term. If you'd
like to find out more about this exciting new artist on the
Palm Pictures label, click here.

Recent News

Napster and Vagrant Hit the Road
Napster teams up with Vagrant Records to bring you two of
the most anticipated tours this fall: Face to Face and The
Get Up Kids. Get the dates.

RUeAT a26ba YD
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VvH(Peer to Peer

utella.wego.corr

Gnutella

spredd’the sw

€55

Developer's Area | Press | Promote Gnutella | About Us ]

Digital Nation: Gnutella Says, 'Send In The Clones'..

hu Aug 31 14:33:08 U

0 2000

V4 Linux surges, Gnutella hardly i
ay Sat Aug 26 11:17:27 UTC40700 2000

Ipside
P2P Not Just the Latest Ugly Acronym.

Newtella File Sharing Community Based On Gnutella
Launche:

Thu Aug 24 UTC+0700 2000

Gnutella users not so eager to share...

Wed Aug 22 2014453 UTC40700 2000

tus Int

Need a host?

159 UTC+0700 2000

Faces $250 Milion Copyright Fine...
ey Thu Sep 7 14:127:41 UTC+0700 2000

\ T 71412 ¢
Judge rules against MP3.com in copyright-infringement case...

Sesttle Times Thu Sep 7 1412643 UTCH0700 200¢

+ 0

of Cary Sherman, RI4A General Counsel Concerning MP3.com
Lawsuit.

Recording 7 14:23109 UTC+0700 2000

Poverad by MoveOver

Remove | add i\ | [Tanutellshosts.com ) |
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Peer to Peer Sharing System

Napster Gnuttella

User
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P2P Technology

p atSrleun - alusilEy Five e

File Edit Wiew History Bookmarks Tools  Help

<}E| - - @ @ ﬁ_I‘ |v htkp: s, s, comny L-—-||'| [}] |v| |kk]
’ Getting Started E,' Latest Headlines
GDCJSIIE Q |G search = 4|>@ ﬁ = ‘;:? Bookmarks™ F'ag_eF‘a;'.“ = ? Check = % Autolink ‘E B Send tow (_‘; @ Setkings™

Make MSN your homepage today cee whot's new
And get the homepage favored by millions!

Show me how

Click for your CREDIT SCORE - $0 Monday, October 08, 2007 Hotrnail has gone Live — Set it mow!

Wwelcome Sign in Page options 3%

=] Hotmail Air Tickets/Travel ExtrgNEW Maps & Directions Real Estate/Rentals Tech & Gadgets
Autos Sames Money Shopping T
2 My MSN Careers & Jobs Health & Fitness Movies Slate Magazine weather

City Guides Horoscopes Music Spaces wrhite Pages
i MSHN Directory Dating & Personals  Lifestyle Mews Sports rellow Pages

»
im Messenger

It's a Hard

Sox Life
My wife is due to give birth
in the middle of the Series.
What's a Red Sox fan to do?

L] -
G ‘DELAYE g
( mbalta’ e Important Satety lrtormation

y i SULES Prasceibng |rfomrmation
« Indians oust Yanks, duloxeting HEI capsuie: Prascnbing liormation
advance to ALCS
advertisernent ad feedback
< Previous Mext = MSMNBC News =l=
d K Iraq: Dust Blackwater from nation
T ‘s Pi . ) -
oday s . |.|: .s - Urhan_crops? * Power firm fined record $4.6 billion
- Men get jail time for killing Prof: High-rise N
ostrich that humiliated them farm could feed * Wreckage of plane carrying 10 found
- MHL forward has leukemia city of 50,000 * Deputy was taunted before attack D-

[Eaannsnnn)

Mict ... J d’g & 1310

Waiting For g.msn.com. ..

w S & ”[Inb... I@Ma... I@wm... IList.

| Mos. 1100... l
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Aoal@COEOUAT Eanu
Traffic Data
N
4 N
Computer |, Login — | ISP AJAE .| Website
A pantip.com
N J
_ Modem Y
_ Traffic Data
TOT — Leased Line
CAT «— — WLAN /Wifi
L Satellite/etc.
AlS
DTAC
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Cyber ldentity
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IP Address

192.168.1.13.203.185.8.108
N PR )

Y N
Private ID Public IP
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1 20 i 0AAT T A 2008108901 92. 168. [1.TRBE |2
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‘A YouTube - Broadcast Yourself.

rosoft Internet Explorer,

Professional Forensics Training Center

File Edit View Favorites Tools  Help
€ ) -/ \ﬂ @ ;ﬁ /.:\J Search \;1:( Favorites {‘j [ = J
address | &] httpsfomuw.youtube. com; v Eeo ks > & -

You TuhE Worldwitde (A1 | Enlish Sign Up | GuickList @ | el | Sign In
Broadcast Yourself ™ Home Videos Channels Community
| |videns w|[ Search | advenced Upload

Videos being watched right now...

L
A 05.09 10.02 07:36 = 10:05

Promoted Videos

The Great Escape {l... San Francisco YouTube s "What's Your Crazy ...
RIPFILMS Soapb. DanielGardner wprize
svirlell
Featured Videos See More Featured Videos
Featured Most Viewwerd Most Discussed Top Faviarited

Monkey: YouTube Takeover Intro From: mankeyjttw

Darmon Albam and Jamis Hewlet, the creators 195859
of Gorillaz, mankey around for 3 bit and deta TREKK
(more) 06:37

Want to personalize this homepage?

Sign in with your Google Account! (7

What's New
. Captions and Subtitles

Add multitrack caplions and subtities to

yourvideos
Addressing Youth Violence on YouTube
Like you, we're continually surprised, moved, and
entertained by the videos people post on
YouTube. And, like you, we're occasionally
dismayed when people use YouTube for less
positive purposes...

Video Annotations
Add interactive commentary and links to
yourvideos

Read mmare in aur Blog

~

£3

@1 Done
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E0CEOBOCAeal-1TEQ@adUy L

o1 b~

AV ea-aR

A epaGUT B0 U Overview of Communicati
TP Addressuyuy + Per sona
Domain Name

-Applicant /Registrant /Administrative Contact/ 1
-Prlmary Server/ Secondary Server

A-T a0 aeEadAEaaddBEATVDRG &R
a Ua AAa 4 Compuiet farbiRiEb® A E - O
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Acquiring\adence

RULES

"Col |l ect as much 1 nfor
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TIP

A Taking photograph all matters on the desk/ perpe
withesspFloppy disk/ CD /Flash memory /USB /tc

A Requesting log files, computer data and traffic da

A Taking or Capturing all operating computer scree
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TIP

A Do not turn off / disconnect internet network
" RAM wi | | be | ost

“***Turn off = Changing compubeiiles@pézashc
system

Research from University of Texas
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Hostmg IP Address

Computer A |S|:) |S|:) Computer B
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TCP/IP protocol stack

o L
+J D_ -
g & E % 5 3 Application layer protocols
IG_J L %5 Z 8 O
TCP/IP UDP Transport layer protocols
Internet Protocol Network layer protocols
} Hardware layers
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Professional Forensics Training Center

Packets

Router Router

Recipient

Sender

Router Router
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Professional Forensics Training Center

W i\ Network Connection
G e
RFID
ﬂ\\\\\ Reader
Wireless
Razor Blade - Interaction
Package with > .
nterprise
e 'Tag IT System
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Professional Forensics Training Center
VoS V 4 ~S N\
AOaodWARE O UAT E

Communications
Tower

)
v{)‘ess

W

Wireless

Mobile (WAP) Commerce
Gateway Server

Wireless

] mmuw e
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Professional Forensics Training Center
nn nn

Traffic Data
N
4 h
Computer . Login J ISP A TAE .| Website
A pantip.com
N J
. Modem Y
_ Traffic Data

TOT — Leased Line
CAT |~ WLAN /Wifi

— Satellite
AlS .,etc
DTAC

P&P LAW FIRM




Professional Forensics Training Center

Preparing Case for taking legal action against hacker

QAa Hakdaéa o éT EAT aRdey OF a°

Traffic Data Traffic Data Traffic Data

A A
e A N ISP [ A ISP 4 A Target

A

Computer Login T cker " (Injured " Computer
(Hacker) person) (B)
~» Modem —> Phone Local
_[ Mobile

~ Leased Line

- \WLAN/wifi
> Satellite
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File Edit View Favorites Tools Help 3
o ~ ¥ . <> A el - | 2
<) > 3 = yl -’ search < = Favorites €3 ) - &= ") &
Address [@Y http:fphonebook.tot.co.th ~| Go  Links > @3

@ 9133 Internet Directory Access, HOME a5 dona FAQ

12-5757086, 02-5749588 us \K \

] ?ﬁqﬂna
1
J Fagsia
@ AIUIIUTITANS

@ inaMEnsInsAN

AanadaunuSayANIaIGu Privocy Policy | Tearms of Use
dasdata@tot.co.th

&) 1susadud & Internet
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http://phonebook.tot.co.th/

IP Address

FiAa6ayeAUAGAECOHO0 e
F U- Uy aeAQDB0¢ AT Ey A4
*** Random IP Address/ Share IP
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|P Address

EA I 1 O 20 | e | T = T O R T - o O S 1 A T e A R T T T R TS F A T T
=1 w, =l an ne ar Prgey) ne = = L=l a
warcraft 3 Uang1d Hero fiawacralanazdsamnunsanay ooy laansng ssaasid starcraft Tadssu
21 - oA ' =1
Tviwdagusy starcraft sz Tunulalvsadu we warcraft 3 W Huwuuue el

P Lo . w .
LB U SIS LS LR e R ST TR b T AE VTR TR TN RTIT]

' o = ' L = =l = ' ar - ' ' e
ArudaEufadvia 2 i fhiag RTS ”I-"IJJ?’IJLL”’LI”’LIF“IHITLEIHLLEI$LE]ﬂﬁ]ﬂ”’lﬂ'ﬂﬁ'_ladLLmaﬁLNWWHﬁﬂWUTHLﬂH

[ = =1 -3 = ' =1 ' = o= an
wanladosuaavia 2 tnuilpuiAdamusun aufinuasinfasnuwandu
AT U LTaU 2 tadugady wenaagli dan e lruaunnindundnaed.

pal&an warcraft 3 a5y wsizuan AN AUNGeaeadwEn Tefisruunns T lama ansias Prerd Hero wags ufiadnifudnag
= =l = ' ' we an [ ' an an
LHurannsaata T AU uuamTiEuTsaT T RTS viindu BRPG Téadaaadinaiu

I ar

da. d i uWimdalddwaldusueaufuaadoly s fildausasy

aAfal - Gamer autla - [ 6 wa. 53 11:12:03 A:192.168.0.17 ¥:192.168.60.217, 202.28.68.202 ]

® soufendud 4 W 7 G aresss
] ] = =l *
Fwe f4, uAees lauts Teuay ma. 1 oy -

aaea - Blazkowicz @ - [ 6 um, 53 11:365:12 ]
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How to read IP Address

A Sample of Log file
" S41AaMMwebRpdlb9B8onnectiofddond5.28.20.

'204.145.28.204s | P Addr ess
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Q56D AR ARBO A(TOT)

|041m6144071100003900104900100000X)0(0003000215128P(
‘ L1 ,

0 4 YTEL 071E0FA 100 XK34YI.
] —
1 = Metro 003%®M e HTEH YnH XK
\ |
5=YT 104 30 04 9@
1 = Normal \— 100G0600 0 HXHXCe bl

YT = Normal
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38n1sniviuveviusunsuwsved

Turnizvie@uwnesitin msdensannatszuinddussivlodazgninadluaaudy Guduaan
madhsiaAFassellgawiuled uaznnsunud 1P Address dael 1P Tud

PROVIDER

PROXYSERVER

WEBSITE

Anonyme IP

www.website.de

Ausanliila : diassnAnfasne
gnuinswald Flvitnisacliarunsn
NN A Gung Sulederls

AINAT : wranTEnefazvinnrnensia

Wuodl FA AL AFevrellfadulasiuazazunuil IP Address 184
danauslaataun : WadliGung g% 1P Tvai

Aulast Tsunsussyinnisidnswasn Yaqe :
(Request) o114

VPN Server: & Onion Routing: ® Mix Cascade: ®
1BSWvasdouynAaniUsINSUWS 105D dwsuinSatne Tor gidnnAuauisn Tunsriivavlusunsu Jap gigo:durnson
aoulnny (NFovideIbu) o:Diluven dnnSsuIBSWioasuavdevls vavluguBswioas (Mix) Ao-dvsaiuly
fotov IneBswioasto:rimsuidinua: IneFnsevvalugoisulusio:gnighsiia d0IBSWIaSBNWILTUY (Mix Cascade)
uaviisvevilsiiogiusunuuuan ta:dvuhuldgoissuioasansisou: ta:{0uws =3 nnAUlBBSWIoes Mix
luslnnoa VPN Aidhsials TV 28 Vg 1AgoNu Suawisnwau IP IRagrunain

nanewano:riimswsivsous:avua
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