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E-mail  :   pa@paiboon.biz  

ÛäõêòØ ØöćÜä÷ÂêóÂÏìâóã ăßÛúæã° ÉČóÂòÕ 

ÂÏìâóãÅèÛÅùâîóËÎóÂääâØóÈÅîâßõèÿÖîä° 
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New Technology Google Cloud 
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New Technology Google Cloud 
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Samsung Internet TV 
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Mobile TV  
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Ҵ҃ҥҾҌҹӆүңҗӤүҥҲҭҩӤҴ҉̓үңҠҶҩҾҗүҥӨҿҧҲңқҺҫҤӨ 
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Ҵ҃ҥҾҌҹӆүңҗӤүҥҲҭҩӤҴ҉̓үңҠҶҩҾҗүҥӨҿҧҲңқҺҫҤӨ 

7 



Professional Forensics Training Center  

P&P LAW FIRM  ăßÛúæã° îâäáõÎāÎÿÂöãäÖõ 

Twitter by Brain (University of Wisconsin) 
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Adam Wilson ´Using EEG to send Tweetµ 
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Matrix 
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http://gotoknow.org/file/techno4521/matrix.jpg
http://www.rfranco.org/wp-content/uploads/2008/09/matrix-imagem.jpg
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ÿØÅāÚāæãöÂóäëøÛÅÚÑóÚÃîâúæÿÂöćãèÂòÛßòÚÙùÂääâ 

ñIBM Invention & 

Genetic Informationò 

vs. 

ñEthicsò 

-  Sensitive Data v.s. Insurance Policy ? 

-  Human Capacity ? 
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Hacker language 

ÂóäĀÜæÈáóêóîòÈÂåêÿÜĆÚáóêóÿÊßóñÃîÈ hacker 
    -www.catb.org/jargon/html/index.html 
 Öòèîã¬óÈáóêóÃîÈ hacker 
 ´I0053rµ  = ´looserµ 
   ́ //43rzµ    = ´Warezµ-Āìæ¬Èăàæ°ØöćÝõÕÂÏìâóã 
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ÂóäÕòÂÉòÛāÅäÈëäóÈÃîÈÿèĆÛăÌØ° 
ĂË ÿèĆÛăÌØ° google.com āÕãĂë¬ÅČóè¬ó ́intitle:loginµ 

 ÿßøćîìóÿèĆÛăÌØ°ØöćĂËāÉâÖö 
 
***** ÂóäĂËāÜäĀÂäâ SSL ÜîÈÂòÚ https:// 
 
*****ÂóäĂËāÜäĀÂäâ google scanner 

 

https:///
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Intelli  Temper 
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ÿÅäøćîÈâøîëČóìäòÛÂóäĀïÂîã¬óÈ×úÂÂÏìâóã 
Azureus  Ĕ ĀæÂÿÜæöćãÚăàæ°ÃÚóÕĂìÎ¬ÕèãÿØÅāÚāæãö Torrents 
Clickster  Ĕ ÅÚìóÿßæÈØöć×úÂÌ¬îÚăèÛÚîõÚÿØîä°ÿÚĆÖ 
Fast Video Download Ĕ ÕúÕÅæõÜÉóÂ YouTube È¬óãØòÚĂÉ 
jDownloader  Ĕ ÕóèÚ°āìæÕăàæ°ÉóÂ RapidShare ăâ¬ÖîÈäîÚóÚ 
LastSharp  Ĕ ÕóèÚ°āìæÕÿßæÈÉóÂÿèĆÛîã¬óÈ×úÂÂÏìâóã 
No23Live  Ĕ ÉòÕØČóèõØãùÂäñÉóãÿëöãÈÿßæÈÝ¬óÚîõÚÿØîä°ÿÚĆÖ 
No23 Recorder Ĕ ÛòÚØ÷ÂØùÂÿëöãÈÉóÂÌóèÚ°Âóä°Õ 
PeerGuardian Ĕ ÜõÕÜäñÖúÂòÚëÜóãîã¬óÈìÚóĀÚ¬Ú 
CHIP Security browser Ĕ ÿÌõä°àÿèĆÛîã¬óÈîù¬ÚĂÉĀæñÜæîÕáòããõćÈÃ÷ĈÚ 
Sopcast  Ĕ ëÖäöâëòÎÎóÔāØäØòéÚ°Ý¬óÚÿÅäøîÃ¬óã P2P 
Tor   Ĕ ÿÌõä°àÿÚĆÖîã¬óÈÜæîÕáòãāÕãăâ¬ØõĈÈä¬îÈäîã 
User Agent Switcher Ĕ ÃÉòÕäîãÿØóÛÚîõÚÿØîä°ÿÚĆÖĂììâÕăÜ 
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Google scanner  
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ҝҳҏҭҴ҄ӥү҃ҐҭңҴҤҊҴ҃҃ҴҥҜҳ҉̓ ҳҜӁҌӥ҃ҐҭңҴҤҾҖҶң 

1. ÂóäÜäòÛĂËÜäñâèæÂÏìâóãîóÎó 
 - Sniffing/Interception (æòÂăààóĀæñëòÎÎóÔāØäéòßØ°) 
   (1) ÏöÂóØöć 877/2501 ÜäñËùâĂìÎ¬ 
   (2) ÏöÂóØöć 1880/2542 ÜäñËùâĂìÎ¬ 
   (3) ÏöÂóØöć 5354/2539 Āæñ 8177/2543 
 - Credit Card Fraud 
   ÜäñâèæÂÏìâóãîóÎóÅèóâÝõÕÿÂöćãèÂòÛÛòÖäîõÿæĆÂØäîÚõÂë° (âóÖäó 269/1-
269/7) 
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ҝҳҏҭҴ҄ ӥү҃ ҐҭңҴҤҊҴ҃ Ҵ҃ҥҜҳ҉̓ ҳҜӁҌӥ

҃ҐҭңҴҤҾҖҶң 

2. ÜòÎìóÂóäăÕâóÌ÷ćÈßãóÚìæòÂÑóÚîõÿæĆÂØäîÚõÂë° 

3. ÂóääòÛàòÈßãóÚìæòÂÑóÚîõÿæĆÂØäîÚõÂë° 

4. ÿÃÖîČóÚóÉéóæĂÚÂóäßõÉóäÔóÅÕö 

5. ßÚòÂÈóÚÿÉóìÚóØöćØöćâöÅèóâÿËöćãèËóÎßõÿéê 
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ҬҴҥҲҬӋҴ̓ ҳҏ ү҄҉ Ҡ.ҥ.Ҝ. ҩӤҴҖӥҩҤ҃Ҵҥ҃ҥҲҙӋҴ
҆ҩҴңҞҶҖҾ҃ҷӆҤҩ҃ҳҜ҆үңҠҶҩҾҗүҥӨ 

¬ ÑóÚÅèóâÝõÕØöćÿÂöćãèÃîÈÂòÛÅîâßõèÿÖîä° (âóÖäó 5-16) 

 ÂóäÉòÕÿÂĆÛÃîâúæÉäóÉäØóÈÅîâßõèÿÖîä°ÃîÈÝúĂìÛäõÂóä (âóÖäó 26) 

® îČóÚóÉÃîÈßÚòÂÈóÚÿÉóìÚóØöćÖóâÂÏìâóãĂìâ¬ (âóÖäó 18-21) 

¯ ÿÃÖîČóÚóÉÃîÈéóæĂÚÂóäßõÉóäÔóÅÕö (âóÖäó 17) 

° îČóÚóÉÃîÈ äâÖ. ăîÌöØö (âóÖäó 20) 

± ÛØÂČóìÚÕāØêëČóìäòÛßÚòÂÈóÚÿÉóìÚóØöć (âóÖäó 22-24) 

19 
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ҬҴҥҲҬӋҴ̓ ҳҏ ү҄҉ Ҡ.ҥ.Ҝ. ҩӤҴҖӥҩҤ҃Ҵҥ҃ҥҲҙӋҴ
҆ҩҴңҞҶҖҾ҃ҷӆҤҩ҃ҳҜ҆үңҠҶҩҾҗүҥӨ (җӤү) 

1  ÑóÚÅèóâÝõÕØöćÿÂöćãèÃîÈÂòÛÅîâßõèÿÖîä° 
     -  ÂóäÿÃó×÷ÈäñÛÛÅîâßõèÿÖîä°āÕãâõËîÛ (âóÖäó 5) 
     -  Âóäæ¬èÈäú×÷ÈâóÖäÂóäÜîÈÂòÚÂóäÿÃó×÷ÈāÕãâõËîÛ (âóÖäó 6) 
     -  ÂóäÿÃó×÷ÈÃîâúæÅîâßõèÿÖîä°āÕãâõËîÛ (âóÖäó 7) 
     -  ÂóäÕòÂÃîâúæÅîâßõèÿÖîä°āÕãâõËîÛ (âóÖäó 8) 
     -  ÂóäØČóĂìÿëöãìóãìäøîØČóæóãÃîâúæÅîâßõèÿÖîä°āÕãâõËîÛ (âóÖäó 9) 
     -  ÂóääÛÂèÚäñÛÛÅîâßõèÿÖîä°āÕãâõËîÛ (âóÖäó 10) 
     *  Âóäë¬ÈëĀÜâÿâæ° (Spam Mail) * (âóÖäó 11) 
     -  ÛØÿßõćâāØê - ÂóäÂäñØČóÅèóâÝõÕÖ¬îÅèóââòćÚÅÈ (âóÖäó 12) 
     -  ÂóäÉČóìÚ¬óã / ÿÝãĀßä¬ËùÕÅČóëòćÈÿßøćîĂËÂäñØČóÅèóâÝõÕ (âóÖäó 13) 
     -  ÂóäÚČóÿÃóëú¬ ÿÝãĀßä¬ ìäøîë¬ÈÖ¬îÃîâúæÅîâßõèÿÖîä°ØöćâöÿÚøĈîìóîòÚăâ¬ÿìâóñëâ (âóÖäó 14) 
     -  ÅèóâäòÛÝõÕÃîÈÝúĂìÛäõÂóä (âóÖäó 15) 
     -  ÂóäÿÝãĀßä¬áóßÉóÂÂóäÖòÕÖ¬î / ÕòÕĀÜæÈ (âóÖäó 16) 
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ҬҴҥҲҬӋҴ̓ ҳҏ ү҄҉ Ҡ.ҥ.Ҝ. ҩӤҴҖӥҩҤ҃Ҵҥ҃ҥҲҙӋҴ
҆ҩҴңҞҶҖҾ҃ҷӆҤҩ҃ҳҜ҆үңҠҶҩҾҗүҥӨ (җӤү) 

- ÂóäÿÃó×÷ÈāÕãâõËîÛ (Unauthorized Access) 
 âóÖäó 5  ÝúĂÕÿÃó×÷ÈāÕãâõËîÛÌ÷ćÈäñÛÛÅîâßõèÿÖîä°ØöćâöâóÖäÂóäÜîÈÂòÚÂóäÿÃó×÷È
āÕãÿÊßóñĀæñâóÖäÂóäÚòĈÚâõăÕâöăèëČóìäòÛÖÚ ÖîÈäñèóÈāØêÉČóÅùÂăâ¬ÿÂõÚìÂÿÕøîÚ ìäøî
ÜäòÛăâ¬ÿÂõÚìÚ÷ćÈìâøćÚÛóØ ìäøîØòĈÈÉČóØòĈÈÜäòÛ 

 âóÖäó 7 ÝúĂÕÿÃó×÷ÈāÕãâõËîÛÌ÷ćÈÃîâúæÅîâßõèÿÖîä°ØöćâöâóÖäÂóäÜîÈÂòÚÂóäÿÃó×÷È
āÕãÿÊßóñ ĀæñâóÖäÂóäÚòĈÚâõăÕâöăèëČóìäòÛÖÚ ÖîÈäñèóÈāØêÉČóÅùÂăâ¬ÿÂõÚëîÈÜöìäøîÜäòÛ
ăâ¬ÿÂõÚëöćìâøćÚÛóØ ìäøîØòĈÈÉČóØòĈÈÜäòÛ 

21 
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҆ҩҴңҭңҴҤ҄ү҉ ñ҃ ҴҥҾ҄ӥҴҘҸ҉ӀҖҤңҶҌүҜ  
(Unauthorized Access)µ 

1. ăâ¬ăÕäòÛÅèóâãõÚãîâ (without Consent) 

2. ÿÂõÚÉóÂÃîÛÿÃÖîČóÚóÉìÚóØöćØöćÖÚÿîÈăÕäòÛ (beyond the scope of 

their authorities) 

3. ÂóäÿÃó×÷ÈāÕãăâ¬âöÂÏìâóãĂìîČóÚóÉ 

22 



Professional Forensics Training Center  

P&P LAW FIRM  ăßÛúæã° îâäáõÎāÎÿÂöãäÖõ 

 āÕãăâ¬ăÕäòÛÅèóâãõÚãîâ 

ā́ÕãâõËîÛµÅòÕæîÂâóÉóÂâóÖäó 269 ÃîÈÜäñâèæÂÏìâóãîóÎóÿäøćîÈ Û́òÖäîõÿæĆÂØäîÚõÂë°µ 

ÏöÂóØöćÚ¬óëÚĂÉ 

 464/2551ÉČóÿæãæòÂÛòÖäîõÿæĆÂØäîÚõÂë°ÃîÈÙÚóÅóäÂäùÈÿØßðÌ÷ćÈîîÂĂìĀÂ¬ÚóãèõØãóÝúÿëöãìóã 

ăÜ×îÚÿÈõÚëÕÉóÂÖúÿîØöÿîĆâāÕãØùÉäõÖ 

 2512/2550 ÉČóÿæãæòÂÛòÖäîõÿæĆÂØäîÚõÂë°ÃîÈÙÚóÅóäÂëõÂäăØãÌ÷ćÈîîÂĂìĀÂ¬Ýúÿëöãìóã ăÜ×îÚ

ÿÈõÚëÕāÕãØùÉäõÖ 

23 
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 ÿÂõÚÉóÂÃîÛîČóÚóÉØöćÖÚÿîÈăÕäòÛ 

  ÏöÂó 7663/2543  ÉČóÿæãĂËÕùæãßõÚõÉÿÂõÚÉóÂÃîÛÿÃÖîČóÚóÉìÚóØöćÖÚÿîÈĂÚ

ÂóäĀÖ¬ÈÖòĈÈÃóäóËÂóä ÿÜĆÚÂóäÂäñØČóÅèóâÝõÕÖóââóÖäó 157 

 

  ÏöÂó 1931/2522  ÿÉóßÚòÂÈóÚÖČóäèÉÜäñØòÛÖäóÚóãØñÿÛöãÚßóìÚñØöć

ĀØÉäõÈæÈĂÚĂÛÿëäĆÉäòÛÿÈõÚÜæîâÿÜĆÚÅèóâÝõÕÖóâ âóÖäó 253 
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Cookies  

25 
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Case Study  

26 

X 
Company 

Computer 
Server 

Ms. A 

Hotmail  

MSN 

Remote Access 

Log in 

Send e-mail 



Professional Forensics Training Center  

P&P LAW FIRM  ăßÛúæã° îâäáõÎāÎÿÂöãäÖõ 

Case Study  

27 

Hotmail  
account 

Ms. A 
Computer 

Log-in 

Username + Password 

Log out 

A) User Name + Password (Normal Log-in) 
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Case Study  

28 

Hotmail  
account 

Ms. A 
Computer 

MSN Auto-sign in 

B) MSN Auto-sign in 

Log-in 

Username + Password 
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ßäñäóËÛòÎÎòÖõè¬óÕèãÂóäÂäñØČóÅèóâÝõÕÿÂöćãèÂòÛ
ÅîâßõèÿÖîä° ß.é. 2550 
ÅèóâÝõÕÑóÚÿÜõÕÿÝãÃîâúæÅîâßõèÿÖîä°                    

 âóÖäó 6  ÝúĂÕæ¬èÈäúâóÖäÂóäÜîÈÂòÚÂóäÿÃó×÷ÈäñÛÛÅîâßõèÿÖîä°Øöć

ÝúîøćÚÉòÕØČóÃ÷ĈÚÿÜĆÚÂóäÿÊßóñ ×óÚČóâóÖäÂóäÕòÈÂæ¬óèăÜÿÜõÕÿÝãāÕãâõËîÛ

ĂÚÜäñÂóäØöćÚ¬óÉñÿÂõÕÅèóâÿëöãìóãĀÂ¬ÝúîøćÚ ÖîÈäñèóÈāØêÉČóÅùÂăâ¬ÿÂõÚ

ìÚ÷ćÈÜö ìäøîÜäòÛăâ¬ÿÂõÚëîÈìâøćÚÛóØ ìäøîØòĈÈÉČóØòĈÈÜäòÛ 

 

29 



Professional Forensics Training Center  

P&P LAW FIRM  ăßÛúæã° îâäáõÎāÎÿÂöãäÖõ 

ßäñäóËÛòÎÎòÖõè¬óÕèãÂóäÂäñØČóÅèóâÝõÕÿÂöćãèÂòÛ
ÅîâßõèÿÖîä° ß.é. 2550 
ÅèóâÝõÕÑóÚÕòÂäòÛÂóäë¬ÈÃîâúæ (Sniffer) 

 âóÖäó 8  ÝúĂÕÂäñØČóÕèãÜäñÂóäĂÕāÕãâõËîÛÕèãèõÙöÂóäØóÈ

îõÿæĆÂØäîÚõÂë°ÿßøćîÕòÂäòÛăèÌ÷ćÈÃîâúæÅîâßõèÿÖîä°ÃîÈÝúîøćÚØöćîãú¬äñìè¬óÈÂóä

ë¬ÈĂÚäñÛÛÅîâßõèÿÖîä° ĀæñÃîâúæÅîâßõèÿÖîä°ÚòĈÚâõăÕâöăèÿßøćîÜäñāãËÚ°

ëóÙóäÔñìäøîÿßøćîĂìÛùÅÅæØòćèăÜĂËÜäñāãËÚ°ăÕÖîÈäñèóÈāØêÉČóÅùÂăâ¬

ÿÂõÚëóâÜö ìäøîÜäòÛăâ¬ÿÂõÚìÂìâøćÚÛóØ ìäøîØòĈÈÉČóØòĈÈÜäòÛ 
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ÅèóâÝõÕÿÂöćãèÂòÛÛòÖäîõÿæĆÂØäîÚõÂë°( ÖóâÜ.î. ) 

 âóÖäó 3 ĂìÿßõćâÅèóâÖ¬îăÜÚöĈÿÜĆÚ (14) ÃîÈâóÖäó 1 Āì¬ÈÜäñâèæÂÏìâóãîóÎó 
 (14) ́ÛòÖäîõÿæĆÂØäîÚõÂë°µ ìâóãÅèóâè¬ó 
 (Â)  ÿîÂëóäìäøîèòÖ×ùîøćÚĂÕăâ¬è¬óÉñâöäúÜæòÂêÔñĂÕØöćÝúîîÂăÕîîÂĂìĀÂ¬ÝúâöëõØÙõĂËÌ÷ćÈÉñäñÛù
Ëøćîìäøîăâ¬ÂĆÖóâ āÕãÛòÚØ÷ÂÃîâúæìäøîäìòëăèÕèãÂóäÜäñãùÂÖ°ĂËèõÙöÂóäØóÈîõÿæĆÂÖäîÚ ăààó ÅæøćÚ
Āâ¬ÿìæĆÂăààó ìäøîèõÙöîøćÚĂÕĂÚæòÂêÔñÅæóãÂòÚ Ì÷ćÈäèâ×÷ÈÂóäÜäñãùÂÖ°ĂËèõÙöØóÈĀëÈìäøîèõÙöÂóäØóÈ
Āâ¬ÿìæĆÂĂìÜäóÂÐÅèóâìâóãÕèãÖòèîòÂêä ÖòèÿæÃ äìòë ìâóãÿæÃÛòÖä ìäøîëòÎæòÂêÔ°îøćÚĂÕ ØòĈÈØöć
ëóâóä×âîÈÿìĆÚĀæñâîÈăâ¬ÿìĆÚÕèãÖóÿÜæ¬ó 
 
***ÅòÕæîÂâóÉóÂ âóÖäó 4 ÃîÈß.ä.Û. ÙùäÂääâØóÈîõÿæĆÂØäîÚõÂë° ß.é. 2544 
 
*****ÛòÖäÿÅäÕõÖ ÛòÖäÿîØöÿîĆâ ÛòÖäÌõâÂóä°Õ ëâóä°ØÂóä°Õ ÛòÖäìîÈßòÂ ÛòÖäéúÚã°îóìóä bar code  
ISBN Code 
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ÅèóâÝõÕÿÂöćãèÂòÛÛòÖäîõÿæĆÂØäîÚõÂë° 

 (Ã)  Ãîâúæ äìòë ìâóãÿæÃÛòÎËö ìâóãÿæÃËùÕØóÈîõÿæĆÂØäîÚõÂë°ìäøîÿÅäøćîÈâøîØóÈÖòèÿæÃ
ĂÕą ØöćÝúîîÂăÕîîÂĂìĀÂ¬ÝúâöëõØÙõĂË āÕãâõăÕâöÂóäîîÂÿîÂëóäìäøîèòÖ×ùîøćÚĂÕĂìĀÖ¬âö
èõÙöÂóäĂËØČóÚîÈÿÕöãèÂòÛ (Â) ìäøî 
 
*** ìâóãÿæÃÛòÖäÿÅäÕõÖ èòÚìâÕîóãùÃîÈÛòÖäÿÅäÕõÖ ăâ¬ĂË¬ Û́òÖäîõÿæĆÂØäîÚõÂë°µ 
 
***** ÂóäĀîÛÚČóìâóãÿæÃÛòÖäÿÅäÕõÖĀæñèòÚìâÕîóãùăâ¬ÝõÕ âóÖäó 269/5 
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ÅèóâÝõÕÿÂöćãèÂòÛÛòÖäîõÿæĆÂØäîÚõÂë° 

 (Å)  ëõćÈîøćÚĂÕØöćĂËÜäñÂîÛÂòÛÃîâúæîõÿæĆÂØäîÚõÂë°ÿßøćîĀëÕÈÅèóâëòâßòÚÙ°äñìè¬óÈ
ÛùÅÅæÂòÛÃîâúæîõÿæĆÂØäîÚõÂë° āÕãâöèòÖ×ùÜäñëÈÅ°ÿßøćîäñÛùÖòèÛùÅÅæÝúÿÜĆÚÿÉóÃîÈ 
 
*****æóãÚõĈèâøî Finger Print   â¬óÚÖó ÅæøćÚëöãÈ Åøî ÛòÖäîõÿæĆÂØäîÚõÂë°  
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P&P LAW FIRM  ăßÛúæã° îâäáõÎāÎÿÂöãäÖõ 

ÅèóâÝõÕÿÂöćãèÂòÛÛòÖäîõÿæĆÂØäîÚõÂë° 

 âóÖäó 269/1 ÝúĂÕØČóÛòÖäîõÿæĆÂØäîÚõÂë°ÜæîâÃ÷ĈÚØòĈÈÊÛòÛìäøîĀÖ¬ë¬èÚìÚ÷ćÈë¬èÚĂÕ ÿÖõâìäøîÖòÕ
ĀØÚÃîÅèóâìäøîĀÂăÃÕèãÜäñÂóäĂÕą ĂÚÛòÖäîõÿæĆÂØäîÚõÂë°ØöćĀØÉäõÈāÕãÜäñÂóäØöćÚ¬óÉñÿÂõÕ
ÅèóâÿëöãìóãĀÂ¬ÝúîøćÚìäøîÜäñËóËÚ ×óăÕÂäñØČóÿßøćîĂìÝúìÚ÷ćÈÝúĂÕìæÈÿËøćîè¬óÿÜĆÚÛòÖäîõÿæĆÂØäîÚõÂë°
ØöćĀØÉäõÈ ìäøîÿßøćîĂËÜäñāãËÚ°îã¬óÈìÚ÷ćÈîã¬óÈĂÕ ÝúÚòĈÚÂäñØČóÅèóâÝõÕÑóÚÜæîâÛòÖäîõÿæĆÂØäîÚõÂë° 
ÖîÈäñèóÈāØêÉČóÅùÂÖòĈÈĀÖ¬ìÚ÷ćÈÜö×÷ÈìóÜö ĀæñÜäòÛÖòĈÈĀÖ¬ëîÈìâøćÚÛóØ×÷ÈìÚ÷ćÈĀëÚÛóØ 
 
***** ÂóäÜæîâÿîÂëóäîóÉÿÜĆÚÅèóâÝõÕÑóÚÜæîâĀÜæÈÿîÂëóäăÕ = ÂääâÿÕöãèÝõÕÂÏìâóãìæóã
ÛØ ÿË¬Ú ÂóäÜæîâÛòÖäÿîØöÿîĆâ 
 
***** ÂóäÜæîâÛòÖäîõÿæĆÂØäîÚõÂë°ăâ¬ÉČóÿÜĆÚÖîÈâöÛòÖäØöćĀØÉäõÈîãú¬Â¬îÚĀæñăâ¬ÉČóÖîÈØČóĂìÿìâøîÚ
ÃîÈÉäõÈ ( ÏöÂó  1650/2543 ) ÿØöãÛÿÅöãÈÂòÛÿäøćîÈÜæîâÿîÂëóä 
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P&P LAW FIRM  ăßÛúæã° îâäáõÎāÎÿÂöãäÖõ 

ÅèóâÝõÕÿÂöćãèÂòÛÛòÖäîõÿæĆÂØäîÚõÂë° 

 âóÖäó269/2 ÝúĂÕØČóÿÅäøćîÈâøîìäøîèòÖ×ùëČóìäòÛÜæîâìäøîĀÜæÈ ìäøîëČóìäòÛĂìăÕÃîâúæĂÚÂóä
ÜæîâìäøîĀÜæÈëõćÈĂÕą Ì÷ćÈäñÛùăèĂÚâóÖäó 269/1 ìäøîâöÿÅäøćîÈâøîìäøîèòÖ×ùÿË¬Úè¬óÚòĈÚÿßøćîĂËìäøîĂì
ăÕÃîâúæĂÚÂóäÜæîâìäøîĀÜæÈÖîÈäñèóÈāØêÉČóÅùÂÖòĈÈĀÖ¬ìÚ÷ćÈÜö×÷ÈìóÜö ĀæñÜäòÛÖòĈÈĀÖ¬ëîÈìâøćÚ
ÛóØ×÷ÈìÚ÷ćÈĀëÚÛóØ 
 
*****Skimmer machine 
 
****âöÿÅäøćîÈ Skimmer ăèĂÚÅäîÛÅäîÈ(ÿßøćîĂËìäøîĂìăÕÃîâúæ)ĀâãòÈăâ¬ÖõÕÖòĈÈØöćÅúÿîØöÿîĆâ ÂĆÿÜĆÚ
ÅèóâÝõÕëČóÿäĆÉĀæè 
 
( ÏöÂó 1965/2505 ÂóäâöÿÅäøćîÈâøîÜæîâÿÈõÚÖäóÿßøćîăèĂËØČóÜæîâ ÿÜĆÚÅèóâÝõÕÖóâ âóÖäó 246 ) 
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ÅèóâÝõÕÿÂöćãèÂòÛÛòÖäîõÿæĆÂØäîÚõÂë° 

 âóÖäó 269/3 ÝúĂÕÚČóÿÃóĂÚìäøîë¬ÈîîÂăÜÚîÂäóËîóÔóÉòÂä Ì÷ćÈëõćÈĂÕą ÖóââóÖäó 269/1 
ìäøîâóÖäó 269/2 ÖîÈäñèóÈāØêÉČóÅùÂÖòĈÈĀÖ¬ëóâÜö×÷ÈëõÛÜö ĀæñÜäòÛÖòĈÈĀÖ¬ìÂìâøćÚÛóØ×÷ÈëîÈ
ĀëÚÛóØ 
 
*****ÅÚâóÿæÿÌöãÜæîâÛòÖäÿÅäÕõÖÃîÈÙÚóÅóäÎöćÜù¬ÚāÕãÜæîâĂÚÜäñÿØéâóÿæÿÌöãĀæñÂČóæòÈÚČó
ÛòÖäÜæîâÿÃóâóĂÚÜäñÿØéăØãĀÖ¬ãòÈăâ¬ăÕÚČóÿÃóâó ÂĆÿÜĆÚÅèóâÝõÕÑóÚßãóãóâ 
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P&P LAW FIRM  ăßÛúæã° îâäáõÎāÎÿÂöãäÖõ 

ÅèóâÝõÕÿÂöćãèÂòÛÛòÖäîõÿæĆÂØäîÚõÂë° 

 âóÖäó 269/4 ÝúĂÕĂËìäøîâöăèÿßøćîĂËÌ÷ćÈëõćÈĂÕą ÖóââóÖäó 269/1 îòÚăÕâóāÕãäúè¬óÿÜĆÚÃîÈØöćØČó
ÜæîâìäøîĀÜæÈÃ÷ĈÚ ÖîÈäñèóÈāØêÉČóÅùÂÖòĈÈĀÖ¬ìÚ÷ćÈÜö×÷ÈÿÉĆÕÜö ìäøîÜäòÛÖòĈÈĀÖ¬ëîÈìâøćÚÛóØ×÷ÈìÚ÷ćÈ
ĀëÚëöćìâøćÚÛóØ ìäøîØòĈÈÉČóØòĈÈÜäòÛ 
 ÝúĂÕÉČóìÚ¬óãìäøîâöăèÿßøćîÉČóìÚ¬óãÌ÷ćÈëõćÈĂÕą ØöćØČóÜæîâìäøîĀÜæÈÃ÷ĈÚâóÖäó 269/1 ÖîÈäñèóÈ
āØêÉČóÅùÂÖòĈÈĀÖ¬ìÚ÷ćÈÜö×÷ÈëõÛÜö ìäøîÜäòÛÖòĈÈĀÖ¬ëîÈìâøćÚÛóØ×÷ÈëîÈĀëÚÛóØ ìäøîØòĈÈÉČóØòĈÈÜäòÛ 
 ×óÝúÂäñØČóÅèóâÝõÕÖóâèääÅĀäÂìäøîèääÅëîÈÿÜĆÚÝúÜæîâÌ÷ćÈÛòÖäîõÿæĆÂØäîÚõÂë°ÖóââóÖäó 
269/1 ĂìæÈāØêÖóââóÖäóÚöĈĀÖ¬ÂäñØÈÿÕöãè 
 
***** ́ÉČóìÚ¬óãµ ìâóã×÷È ë¬ÈÖ¬îăÜãòÈÛùÅÅæîøćÚÉñâöÅ¬óÖîÛĀØÚìäøîăâ¬ÂĆăÕ ( éÉ.ÉõÖÖõ ð ) 
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P&P LAW FIRM  ăßÛúæã° îâäáõÎāÎÿÂöãäÖõ 

ÅèóâÝõÕÿÂöćãèÂòÛÛòÖäîõÿæĆÂØäîÚõÂë° 

 âóÖäó 269/5 ÝúĂÕĂËÛòÖäîõÿæĆÂØäîÚõÂë°ÃîÈÝúîøćÚāÕãâõËîÛ ĂÚÜäñÂóäØöćÚ¬óÉñ
Â¬îĂìÿÂõÕÅèóâÿëöãìóãĀÂ¬ÝúîøćÚìäøîÜäñËóËÚ ÖîÈäñèóÈāØêÉČóÅùÂăâ¬ÿÂõÚìóÜö ìäøî
ÜäòÛăâ¬ÿÂõÚìÚ÷ćÈĀëÚÛóØ ìäøîØòĈÈÉČóØòĈÈÜäòÛ 
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ßäñäóËÛòÎÎòÖõè¬óÕèãÂóäÂäñØČóÅèóâÝõÕÿÂöćãèÂòÛ
ÅîâßõèÿÖîä° ß.é. 2550 
 âóÖäó 11  ÝúĂÕë¬ÈÃîâúæÅîâßõèÿÖîä°ìäøîÉÕìâóãîõÿæĆÂØäîÚõÂë°ĀÂ¬ÛùÅÅæîøćÚ

āÕãÜÂÜõÕìäøîÜæîâĀÜæÈĀìæ¬ÈØöćâóÃîÈÂóäë¬ÈÃîâúæÕòÈÂæ¬óè îòÚÿÜĆÚÂóääÛÂèÚ

ÂóäĂËäñÛÛÅîâßõèÿÖîä°ÃîÈÛùÅÅæîøćÚāÕãÜÂÖõëùÃ ÖîÈäñèóÈāØêăâ¬ÿÂõÚìÚ÷ćÈĀëÚ

ÛóØ 
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Q: ÜÂÜõÕÜæîâĀÜæÈĀìæ¬ÈØöćâóÃîÈÃîâúæ? 
 (1) Sender Address 
 (2) IP Address Ą SMTP/POP3 
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IP Address  

41 

ìâóãÿæÃÜäñÉČóÖòèÿÅäøćîÈÅîâßõèÿÖîä° 
ÛóÚÿæÃØöćÃîÈÿÅäøćîÈÅîâßõèÿÖîä° 
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IP Address 
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Proxy IP 

IP 
Address 
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ÂóäØČóÈóÚÃîÈÅîâßõèÿÖîä° 

43 

A B 

ISP ISP Computer A Computer B 

¬ 

 ®  ̄

° 

Hosting IP Address 
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ÅèóâÝõÕÑóÚĀÂăÃÿÜæöćãÚĀÜæÈÃîâúæ 
 ңҴҗҥҴ 9  ҞһӥӁҖҙӋҴӁҭӥҾҬҷҤҭҴҤ ҙӋҴҧҴҤ ҿ҃ ӥӂ҄ ҾҝҧҷӆҤқҿҝҧ҉ ҭҥҹүҾҠҶӆңҾҗҶңӂңӤ

ҩӤҴҙҳӇ҉ҭңҖҭҥҹүҜҴ҉ҬӤҩқ ҍҸӆ҉҄ ӥүңһҧ̓үңҠҶҩҾҗүҥӨ҄ү҉ҞһӥүҹӆқӀҖҤңҶҌүҜ җӥү҉ҥҲҩҴ҉

ӀҙҫҊӋҴ҆Һ҃ӂңӤҾ҃ҶқҭӥҴҝҷ ҭҥҹүҝҥҳҜӂңӤҾ҃ҶқҭқҸӆ҉ҿҬқҜҴҙ ҭҥҹүҙҳӇ҉ҊӋҴҙҳӇ҉ҝҥҳҜ 

  

 

ңҴҗҥҴ 10  ҞһӥӁҖ҃ҥҲҙӋҴҖӥҩҤҝҥҲ҃ҴҥӁҖӀҖҤңҶ 

ҌүҜ ҾҠҹӆүӁҭӥ҃ ҴҥҙӋҴ҉Ҵқ҄ү҉äñÛÛ҆үңҠҶҩҾҗүҥӨ҄ү҉ҞһӥүҹӆқҘһ҃ҥҲ҉ҳҜ ҌҲҧү ҄ҳҖ҄ҩҴ҉ 

ҭҥҹүҥҜ҃ҩқҊқӂңӤҬҴңҴҥҘҙӋҴ҉ҴқҗҴңҝ҃җҶӂҖӥ җӥү҉ҥҲҩҴ҉ӀҙҫҊӋҴ҆Һ҃ӂңӤҾ҃ҶқҭӥҴҝҷ 

ҭҥҹүҝҥҳҜӂңӤҾ҃ҶқҭқҸӆ҉ҿҬқҜҴҙҭҥҹүҙҳӇ҉ҊӋҴҙҳӇ҉ҝҥҳҜ 
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ÅèóâÅóÛÿÂöćãèÂòÛÂÏìâóãÊÛòÛîøćÚ 

 âóÖäó 9  ÝúĂÕØČóĂìÿëöãìóã ØČóæóã ĀÂăÃ ÿÜæöćãÚĀÜæÈ ìäøîÿßõćâÿÖõâăâ¬è¬óØòĈÈìâÕìäøî

ÛóÈë¬èÚ Ì÷ćÈÃîâúæÅîâßõèÿÖîä°ÃîÈÝúîøćÚāÕãâõËîÛ ÖîÈäñèóÈāØêÉČóÅùÂăâ¬ÿÂõÚìóÜö ìäøî

ÜäòÛăâ¬ÿÂõÚìÚ÷ćÈĀëÚÛóØ ìäøîØòĈÈÉČóØòĈÈÜäòÛ 

 

ìâóãÿìÖù  ́Sweeping Clauseµ *** 

 ÅóÛÿÂöćãèÂòÛ ÂÏìâóãØäòßã°ëõÚØóÈÜòÎÎó ÂÏìâóãîóÎó ÂóäßÚòÚ ëøćîæóâÂîÚóÉóä 

ÂÏìâóãÅùâÅäîÈÝúÛäõāáÅ ðæð 
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Phishing - Kosikorn  
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Phishing -paypal  
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Phishing  

48 

Click FileĄ 
Properties 
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Phishing -Citibank  
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Phishing  
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ÅèóâÝõÕÑóÚÿÝãĀßä¬áóßæóâÂîÚóÉóä 

 âóÖäó 14  ÝúĂÕÂäñØČóÅèóâÝõÕØöćäñÛùăèÕòÈÖ¬îăÜÚöĈ ÖîÈäñèóÈāØêÉČóÅùÂăâ¬ÿÂõÚìóÜö ìäøîÜäòÛăâ¬
ÿÂõÚìÚ÷ćÈĀëÚÛóØ ìäøîØòĈÈÉČóØòĈÈÜäòÛ 
 (1) ÚČóÿÃóëú¬äñÛÛÅîâßõèÿÖîä°Ì÷ćÈÃîâúæÅîâßõèÿÖîä°Üæîâăâ¬è¬óØòĈÈìâÕìäøîÛóÈë¬èÚ ìäøî
ÃîâúæÅîâßõèÿÖîä°îòÚÿÜĆÚÿØĆÉ āÕãÜäñÂóäØöćÚ¬óÉñÿÂõÕÅèóâÿëöãìóãĀÂ¬ÝúîøćÚìäøîÜäñËóËÚ 
 (2) ÚČóÿÃóëú¬äñÛÛÅîâßõèÿÖîä°Ì÷ćÈÃîâúæÅîâßõèÿÖîä°îòÚÿÜĆÚÿØĆÉ āÕãÜäñÂóäØöćÚ¬óÉñÿÂõÕÅèóâ
ÿëöãìóãÖ¬îÅèóââòćÚÅÈÃîÈÜäñÿØéìäøîÂ¬îĂìÿÂõÕÅèóâÖøćÚÖäñìÚÂĀÂ¬ÜäñËóËÚ 
 (3) ÚČóÿÃóëú¬äñÛÛÅîâßõèÿÖîä°Ì÷ćÈÃîâúæÅîâßõèÿÖîä°ĂÕą îòÚÿÜĆÚÅèóâÝõÕÿÂöćãèÂòÛÅèóââòćÚÅÈĀì¬È
äóËîóÔóÉòÂäìäøîÅèóâÝõÕÿÂöćãèÂòÛÂóäÂ¬îÂóääóãÖóâÜäñâèæÂÏìâóãîóÎó 
 (4) ÚČóÿÃóëú¬äñÛÛÅîâßõèÿÖîä°Ì÷ćÈÃîâúæÅîâßõèÿÖîä°ĂÕąØöćâöæòÂêÔñîòÚæóâÂĀæñ
ÃîâúæÅîâßõèÿÖîä°ÚòĈÚÜäñËóËÚîóÉÿÃó×÷ÈăÕ 
 (5) ÿÝãĀßä¬ìäøîë¬ÈÖ¬îÌ÷ćÈÃîâúæÅîâßõèÿÖîä°āÕãäúîãú¬Āæèè¬óÿÜĆÚÃîâúæÅîâßõèÿÖîä°Öóâ (1) (2) 
(3) ìäøî (4) 
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P&P LAW FIRM  ăßÛúæã° îâäáõÎāÎÿÂöãäÖõ 

ÅèóâÝõÕÑóÚÿÝãĀßä¬áóßæóâÂîÚóÉóä 

Q : ́ÜäñËóËÚîóÉÿÃó×÷ÈăÕ ???µ 

A :   âóÖäó 287 Ü.î. ́ ÿßøćîÅèóâÜäñëÈÅ°Āì¬ÈÂóäÅó ìäøîāÕãÂóäÅó ÿßøćîÂóäĀÉÂÉ¬óãìäøîÿßøćî

ĀëÕÈîèÕĀÂ¬ ǗäñËóËÚµ ØČó ÝæõÖ âöăè ÚČóÿÃóìäøîãòÈĂìÚČóÿÃóĂÚäóËîóÔóÉòÂä_ _ _ ØČóĂì

Āßä¬ìæóãāÕãÜäñÂóäĂÕąÌ÷ćÈÿîÂëóä áóßÿÃöãÚ áóßßõâß° áóßäñÛóãëö ëõćÈßõâß° äúÜáóß 

áóßāÇêäó ÿÅäøćîÈìâóã äúÜ×¬óã áóßãÚÖä° Ā×ÛÛòÚØ÷ÂÿëöãÈ Ā×ÛÛòÚØ÷ÂáóßìäøîëõćÈîøćÚĂÕ

îòÚæóâÂ_ _ _µ 
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ÅČóßõßóÂêóÏöÂóØöćÚ¬óëÚĂÉ 

(1) ÅČóßõßóÂêóÏöÂóØöć 3213/2526   

 ấöèöÕöāîÿØÜæóâÂăèĂìÿË¬ó ìäøî ĀæÂÿÜæöćãÚäñìè¬óÈ ë́âóËõÂµÝõÕÖóââóÖäóÚöĈµ 

 

(2) ÅČóßõßóÂêóÏöÂóØöć  2875/2531 

 ấöāØäØòéÚ°ëöĀæñÿÅäøćîÈÿæ¬ÚèöÕöāîÿØÜØöćĂËÊóãáóßãÚÖä°æóâÂÿßøćîĀëÕÈîèÕĀÂ¬ÜäñËóËÚ āÕãÿÂĆÛÿÈõÚ

ÝõÕÉóââóÖäóÚöĈ  ́

 

***** ÜäñËóËÚ =  âóÂÂè¬ó 1 ÅÚ 
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P&P LAW FIRM  ăßÛúæã° îâäáõÎāÎÿÂöãäÖõ 

҆ҩҴңҥҳҜҞҶҖ҄ү҉ҞһӥӁҭӥҜҥҶ҃Ҵҥ 

ңҴҗҥҴ 15  ҞһӥӁҭӥҜҥҶ҃ҴҥҞһӥӁҖҊ҉ӁҊҬқҳҜҬқҺқҭҥҹүҤҶқҤүңӁҭӥңҷ҃Ҵҥ҃ҥҲҙӋҴ҆ҩҴңҞҶҖ

җҴңңҴҗҥҴ 14 ӁқҥҲҜҜ҆үңҠҶҩҾҗүҥӨҙҷӆүҤһӤӁқ҆ҩҴң҆ҩҜ҆Һң҄ү҉җқҗӥү҉ҥҲҩҴ҉

ӀҙҫҾҌӤқҾҖҷҤҩ҃ ҳҜҞһӥ҃ҥҲҙӋҴ̓ҩҴңҞҶҖңҴҗҥҴ 14  

 

3. ñҞһӥӁҭӥҜҥҶ҃Ҵҥò ҭңҴҤ҆ҩҴңҩӤҴ 

 1.  ҞһӥӁҭӥҜҥҶ҃Ҵҥҿ҃ ӤҜҺ̓̓ ҧүҹӆӁқ҃ ҴҥҾ҄ӥҴҬһӤүҶқҾҙүҥӨҾқӅҗ  ҭҥҹүӁҭӥҬҴңҴҥҘҗҶҖҗӤүҘҸ҉

ҳ҃қӀҖҤҝҥҲ҃Ҵҥүҹӆқ  ӀҖҤҞӤҴқҙҴ҉ҥҲҜҜ̓ үңҠҶҩҾҗүҥӨ  ҙҳӮ҉қҷӮ ӂңӤҩӤҴҊҲҾҝӅқ҃ Ҵҥ

ӁҭӥҜҥҶ҃ҴҥӁққҴң҄ү҉җқҾү҉  ҭҥҹүӁққҴңҭҥҹүҾҠҹӆүҝҥҲӀҤҌқӨ҄ү҉ҜҺ҆҆ҧүҹӆқ 

 2.  ҞһӥӁҭӥҜҥҶ҃ҴҥҾ҃ӅҜҥҳ҃ҫҴ҄ӥүңһҧ҆үңҠҶҩҾҗүҥӨҾҠҹӆүҝҥҲӀҤҌқӨ҄ү҉ҜҺ҆҆ҧүҹӆқ 

 

 



Professional Forensics Training Center  

P&P LAW FIRM  ăßÛúæã° îâäáõÎāÎÿÂöãäÖõ 

ÂÏìâóãæõÃëõØÙõċ 

    (1) Ã¬óèÜäñÉČóèòÚ ÃîÿØĆÉÉäõÈÖ¬óÈ ą ØöćÿÜĆÚÿßöãÈÃ¬óèëóäØöćăâ¬ĂË¬ÈóÚĂÚĀÝÚÂèääÔÅÕö 

 èõØãóéóëÖä° ìäøîéõæÜñ 

    (2) äòÑÙääâÚúÎ ĀæñÂÏìâóã 

    (3) äñÿÛöãÛ ÃîÛòÈÅòÛÜäñÂóé ÅČóëòćÈ ÅČóËöĈĀÉÈ ĀæñìÚòÈëøîāÖÖîÛÃîÈÂäñØäèÈ ØÛèÈ Âäâ 

ìäøîìÚ¬èãÈóÚĂÕÃîÈäòÑìäøîÃîÈØîÈ×õćÚ 

    (4) ÅČóßõßóÂêó ÅČóëòćÈ ÅČóèõÚõÉÊòã ĀæñäóãÈóÚÃîÈØóÈäóËÂóä 

    (5) ÅČóĀÜæ ĀæñÂóääèÛäèâëõćÈÖ¬óÈ ą Öóâ (1) ×÷È (4) ØöćÂäñØäèÈ ØÛèÈ Âäâ ìäøîìÚ¬èãÈóÚ

äòÑÉòÕØČóÃ÷ĈÚ 
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P&P LAW FIRM  ăßÛúæã° îâäáõÎāÎÿÂöãäÖõ 

ÂóäæñÿâõÕæõÃëõØÙõċ 
1) ØČóÌČĈó ìâóãÅèóâäèâ×÷È ÅòÕæîÂăâ¬è¬óāÕãèõÙöĂÕą ¦¦... ØČóëČóÿÚó ¦¦.. ÛòÚØ÷ÂÿëöãÈ ÛòÚØ÷Âáóß 

ìäøîÛòÚØ÷ÂÿëöãÈĀæñáóß ÉóÂÖÚÊÛòÛ ÉóÂëČóÿÚó  ¦¦¦ØòĈÈÚöĈ ăâ¬è¬óØòĈÈìâÕìäøî

ÛóÈë¬èÚ¦¦¦¦.. 

2) ÕòÕĀÜæÈ ìâóãÅèóâè¬ó ØČóÌČĈóāÕãÿÜæöćãÚäúÜĀÛÛĂìâ¬ ÜäòÛÜäùÈĀÂăÃÿßõćâÿÖõâ ìäøîÉČóæîÈÈóÚ

ÖÚÊÛòÛĂÚë¬èÚîòÚÿÜĆÚëóäñëČóÅòÎāÕãăâ¬âöæòÂêÔñÈóÚØöćÉòÕÃ÷ĈÚĂìâ¬ ØòĈÈÚöĈăâ¬è¬óØòĈÈìâÕìäøî

ÛóÈë¬èÚ 

  ĂÚë¬èÚØöćÿÂöćãèÂòÛèääÔÂääâ ĂììâóãÅèóâäèâ×÷È¦¦¦¦.äèÛäèâèääÔÂääâāÕãÅòÕÿæøîÂ

ĀæñÉòÕæČóÕòÛĂìâ¬¦¦¦¦¦¦¦¦¦. 

3) ÿÝãĀßä¬Ö¬îëóÙóäÔËÚ ìâóãÅèóâè¬ó ØČóĂìÜäóÂÏÖ¬îëóÙóäÔËÚ āÕã¦¦¦.ÂóäØČóĂìÜäóÂÏ

ÕèãÿëöãÈĀæñìäøîáóß¦¦ÂóäÉČóìÚ¬óãìäøîèõÙöîøćÚĂÕÌ÷ćÈÈóÚØöćăÕÉòÕØČóÃ÷ĈÚ   
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P&P LAW FIRM  ăßÛúæã° îâäáõÎāÎÿÂöãäÖõ 

ÃîãÂÿèÚÂóäæñÿâõÕæõÃëõØÙõċ 

ңҴҗҥҴ 32 ҃ Ҵҥ҃ҥҲҙӋҴҿ҃Ӥ҉ҴқүҳқңҷҧҶ҄ҬҶҙҚҶӊ҄ү҉ҜҺ̓̓ҧүҹӆқҗҴңҠҥҲҥҴҌҜҳҏҏҳҗҶқҷӇ ҭҴ҃

ӂңӤ҄ҳҖҗӤү҃ҴҥҿҬҩ҉ҭҴҝҥҲӀҤҌқӨҊҴ҃҉ҴқүҳқңҷҧҶ҄ҬҶҙҚҶӊҗҴңҝ҃җҶ҄ү҉ҧҶ҄ҬҶҙҚҶӊҿҧҲӂңӤ

ҥ҃ҲҙҜ҃ҥҲҾҙҹүқҘҸ҉ҬҶҙҚҶүҳқҌүҜҖӥҩҤ҃ҐҭңҴҤ҄ү҉ҾҊӥҴ҄ү҉ҧҶ҄ҬҶҙҚҶӊҾ҃ҶқҬң̓ҩҥ ңҶ

ӁҭӥҘҹүҩӤҴҾҝӅқ҃ҴҥҧҲҾңҶҖҧҶ҄ҬҶҙҚҶӊ 

 ҢҴҤӁҗӥҜҳ҉҆ҳҜҜҙҜҳҏҏҳҗҶӁқҩҥҥ҆ҭқҸӆ҉ ҃ Ҵҥ҃ҥҲҙӋҴүҤӤҴ҉ҭқҸӆ҉үҤӤҴ҉ӁҖҿ҃Ӥ

҉ҴқүҳқңҷҧҶ҄ҬҶҙҚҶӊҗҴңҩҥҥ̓ҭқҸӆ҉ ңҶӁҭӥҘҹүҩӤҴҾҝӅқ҃ҴҥҧҲҾңҶҖҧҶ҄ҬҶҙҚҶӊ ҘӥҴӂҖӥ҃ ҥҲҙӋҴ

Җҳ҉җӤүӂҝқҷӇ¦¦¦¦¦ 

(3)  җҶҌң ҩҶҊҴҥҕӨ ҭҥҹүҿқҲқӋҴҞҧ҉ҴқӀҖҤңҷ҃ҴҥҥҳҜҥһӥҘҸ҉̓ҩҴңҾҝӅқҾҊӥҴ҄ү҉ҧҶ҄ҬҶҙҚҶӊӁқ

҉ҴққҳӇқ 

(4)  ҾҬқүҥҴҤ҉Ҵқ҄ӤҴҩҙҴ҉ҬҹӆүҬҴҥңҩҧҌқӀҖҤңҷ҃ҴҥҥҳҜҥһӥҘҸ҉̓ҩҴңҾҝӅқҾҊӥҴ҄ү҉ҧҶ҄ҬҶҙҚҶӊ

Ӂқ҉ҴққҳӇқ¦¦¦¦¦.. 
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P&P LAW FIRM  ăßÛúæã° îâäáõÎāÎÿÂöãäÖõ 

ÃîãÂÿèÚÂóäæñÿâõÕæõÃëõØÙõċ 

âóÖäó 33 ÂóäÂæ¬óè ÅòÕ æîÂ ÿæöãÚ ìäøîîóÈîõÈÈóÚÛóÈÖîÚÖóâëâÅèä

ÉóÂÈóÚîòÚâöæõÃëõØÙõċÖóâßäñäóËÛòÎÎòÖõÚöĈāÕãâöÂóääòÛäú×÷ÈÅèóâÿÜĆÚ

ÿÉóÃîÈæõÃëõØÙõċĂÚÈóÚÚòĈÚ âõĂì×øîè¬óÿÜĆÚÂóäæñÿâõÕæõÃëõØÙõċ ×óăÕÜÐõÛòÖõ

ÖóââóÖäó 32 èääÅìÚ÷ćÈ 
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P&P LAW FIRM  ăßÛúæã° îâäáõÎāÎÿÂöãäÖõ 

ÜòÎìóÿÂöćãèÂòÛÂÏìâóãæõÃëõØÙõċ 
1) ÂóäæñÿâõÕæõÃëõØÙõċÈóÚÛÚÿèĆÛăÌØ° 

¶ ÈóÚèääÔÂääâ 

¶ ÈóÚéõæÜÂääâ 

¶ āÜäĀÂäâÅîâßõèÿÖîä° 

¶ ÈóÚÕÚÖäöÂääâ 

¶ ÈóÚäèÛäèâ  (Compilation Work) 
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P&P LAW FIRM  ăßÛúæã° îâäáõÎāÎÿÂöãäÖõ 60 
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P&P LAW FIRM  ăßÛúæã° îâäáõÎāÎÿÂöãäÖõ 

ÜòÎìóÿÂöćãèÂòÛÂÏìâóãæõÃëõØÙõċ 

2)    ҝҳҏҭҴҊҴ҃҃ҴҥҙӋҴҧҶ҉҆Ө (Linking) 
 

¶ Hyperlink 

Source Code     URL Resource Locator 

<a href =´ http://www.cnn.comµ ></a> 

 * HTML = Pointer to the address of a page 

<a href ...> = Instructing computer to fetch the homepage directly from the target site 

62 
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P&P LAW FIRM  ăßÛúæã° îâäáõÎāÎÿÂöãäÖõ 

ÜòÎìóÿÂöćãèÂòÛÂÏìâóãæõÃëõØÙõċ 

Å Deep Linking      Banner Advertising 

Å Inline Linking            

HTML           Displaying text & image (text only) 

 User instructs the browser (Internet explorer/Netscape navigator) 

to download image automatically 

<IMG SRC ...> = downloading target image 
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P&P LAW FIRM  ăßÛúæã° îâäáõÎāÎÿÂöãäÖõ 

ÜòÎìóÿÂöćãèÂòÛÂÏìâóãæõÃëõØÙõċ 

3) Ҵ҃ҥӁҌӥҾҙ̓ ӀқӀҧҤҷҿҧ҃ҾҝҧҷӆҤқҿҡӥң҄ ӥүңһҧ (Peer to Peer 

System) 

        Napster (www.napster.com)     G nuttella (www.gnutella.wego.com)  
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P&P LAW FIRM  ăßÛúæã° îâäáõÎāÎÿÂöãäÖõ 

Peer to Peer Sharing System  

   Napster         Gnuttella 
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P&P LAW FIRM  ăßÛúæã° îâäáõÎāÎÿÂöãäÖõ 

P2P Technology  
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P&P LAW FIRM  ăßÛúæã° îâäáõÎāÎÿÂöãäÖõ 

ÜòÎìóÂóäÛòÈÅòÛĂËÂÏìâóãæõÃëõØÙõċ 

4) ÅèóâäòÛÝõÕÃîÈÝúĂìÛäõÂóäÅÚÃîâúæ (Search Engine) Āæñ ÂóäĂË

ÿØÅāÚāæãö Spidering 

  

 Google , Sanook, Kapook ,Pantip .,etc 
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P&P LAW FIRM  ăßÛúæã° îâäáõÎāÎÿÂöãäÖõ 

ÜòÎìóÂóäÛòÈÅòÛĂËÂÏìâóãæõÃëõØÙõċ 

5) ÅèóâäòÛÝõÕÃîÈÛùÅÅæØöćÿÜĆÚëøćîÂæóÈ (On-line Intermediaries) 

ï ÝúĂìÛäõÂóäîõÚÿÖîä°ÿÚĆÖ (ISP) 

ï ÝúĂìÛäõÂóäîöÕöăî (VAN) 

ï ÝúĂìÛäõÂóäĂËßøĈÚØöćÛÚîõÚÿÖîä°ÿÚĆÖ (Space Provider) 
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P&P LAW FIRM  ăßÛúæã° îâäáõÎāÎÿÂöãäÖõ 

ëóäñëČóÅòÎÃîÈ ß.ä.Û. è¬óÕèãÂóäÂäñØČóÅèóâÝõÕ
ÿÂöćãèÂòÛÅîâßõèÿÖîä° (Ö¬î) 
  ÂóäÉòÕÿÂĆÛÃîâúæÉäóÉäØóÈÅîâßõèÿÖîä° 
     -  ÃîâúæÉäóÉäÅîâßõèÿÖîä°? 
     -  âóÖäÂóäĂÚÂóäÉòÕÿÂĆÛÃîâúæÉäóÉäØóÈÅîâßõèÿÖîä°? 
     -  äñãñÿèæóÝ¬îÚÝòÚ (Grace Period) ? 
     -  ÜäñÂóéÂäñØäèÈăîÌöØö ÿäøćîÈìæòÂÿÂÔÒ°ÂóäÿÂĆÛäòÂêóÃîâúæÉäóÉäØóÈÅîâßõèÿÖîä°ÃîÈÝúĂìÛäõÂóä ß.é. 

2550 (ÜäñÂóéĂÚäóËÂõÉÉóð-23 ë.Å.2550) 
   (1) ÝúÜäñÂîÛÂõÉÂóäāØäÅâÚóÅâĀæñÂõÉÂóäÂäñÉóãáóßĀæñÿëöãÈŸ 30 èòÚ 
   (2) ÝúĂìÛäõÂóäÂóäÿÃó×÷ÈäñÛÛÿÅäøîÃ¬óãÅîâßõèÿÖîä°ÿÊßóñÿÅäøîÃ¬óãëóÙóäÔñ  
            Āæñ ISPŸ 180 èòÚ 
   (3) ÝúĂìÛäõÂóäîøćÚą Ÿ 1 Üö 
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P&P LAW FIRM  ăßÛúæã° îâäáõÎāÎÿÂöãäÖõ 

Öòèîã¬óÈÃîâúæÉäóÉäØóÈÅîâßõèÿÖîä° (TOT) 

70 

100000=10:00:49 ҥҲҤҲҾҩҧҴ 

104900=10:49 ҾҩҧҴҬҶӇқҬҺҖ 

YT = Normal 

1 = Normal  

5 = YT 

1 = Metro  

04151YT2614407110000390010490010000070000300021512890  053304XXX 0002000 

04 = YTEL 071100= 7/11/00 ҩҳқҙҷӆ 

003900= 00:39 ҾҩҧҴҾҥҶӆңҗӥқ 
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P&P LAW FIRM  ăßÛúæã° îâäáõÎāÎÿÂöãäÖõ 

ÂóäØČóÈóÚÃîÈäñÛÛÅîâßõèÿÖîä° 

71 

Computer 
A 

Website 
pantip.com 

ISP ÃîÈ A Login 

Traffic Data 

Traffic Data 
TOT 

CAT 

AIS 

DTAC 

Modem 

Leased Line 

WLAN /Wifi 

Satellite/etc. 
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P&P LAW FIRM  ăßÛúæã° îâäáõÎāÎÿÂöãäÖõ 

Cyber Identity  

72 



Professional Forensics Training Center  

P&P LAW FIRM  ăßÛúæã° îâäáõÎāÎÿÂöãäÖõ 

ìæòÂÿÂÔÒ°ÂóäÉòÕÿÂĆÛÃîâúæÉäóÉäØóÈÅîâßõèÿÖîä° 

1. ÿÂĆÛÃîâúæÝúĂËÛäõÂóäĀæñÂóäÿÃó-îîÂäñÛÛ 

2. ÿÂĆÛÃîâúæÃîÈÝúĂËÛäõÂóäĂÚÂäÔöØöćÿÜĆÚ web board ìäøî blog 

3. ÿèæóĂÚ log ÖîÈÖäÈÂòÛÿèæóëóÂæ (Stratum 0) āÕãăâ¬ĂìÝõÕßæóÕÿÂõÚ 10 âõææõèõÚóØö 

4. ØöćÿÂĆÛÃîâúæÖîÈÂČóìÚÕËòĈÚÅèóâæòÛĂÚÂóäÿÃó×÷ÈÃîâúæ ÿßøćîäòÂêóÅèóâÚ¬óÿËøćî×øîĀæñ

ăâ¬ĂìÝúÕúĀæäñÛÛĀÂăÃÃîâúæØöćÿÂĆÛäòÂêóăèăÕ 

5. ÿÂĆÛÃîâúæÉäóÉäÅîâßõèÿÖîä°îã¬óÈÚîã 90 èòÚ 
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P&P LAW FIRM  ăßÛúæã° îâäáõÎāÎÿÂöãäÖõ 

ÃîâúæÝúĂËÛäõÂóäĀæñÂóäÿÃó-îîÂäñÛÛ 

74 

192.168.1.13. 203.185.8.108 

Private ID Public IP 

IP Address 
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P&P LAW FIRM  ăßÛúæã° îâäáõÎāÎÿÂöãäÖõ 

ÃîâúæÃîÈÝúĂËÛäõÂóäĂÚÂäÔöØöćÿÜĆÚ web board  
ìäøî blog 
ID User ID Title Details Time ID Status 
1 20 ìòèÃî ÃîâúæÜÂÖõ 2008-01-08 192.168.1.13.203.185.8.108 TRUE 

2 23 ìòèÃî ÃîâúæØöćÝõÕ
ÂÏìâóã 

2008-01-08 
11:05:53 

FALSE 
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P&P LAW FIRM  ăßÛúæã° îâäáõÎāÎÿÂöãäÖõ 

 ÿèæóĂÚ log ÖîÈÖäÈÂòÛÿèæóëóÂæ (Stratum 0) āÕã
ăâ¬ĂìÝõÕßæóÕÿÂõÚ 10 âõææõèõÚóØö 
Q: ÂóäÖõÕÖòĈÈ NTP (Networktime Protocol) ÛÚ Server ? 

 

 âóÖäÑóÚÂäâîùØÂéóëÖä°/ âóÖäÑóÚëóÂæ ( GMT ) 
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P&P LAW FIRM  ăßÛúæã° îâäáõÎāÎÿÂöãäÖõ 

ÂóäÿÂĆÛÃîâúæ (Öòè log) Ì÷ćÈâöËòĈÚÅèóâæòÛĂÚÂóäÿÃó×÷ÈÃîâúæ ÿßøćîäòÂêóÅèóâ
Ú¬óÿËøćî×øîĀæñăâ¬ĂìÝúÕúĀæäñÛÛĀÂăÃÃîâúæØöćÿÂĆÛäòÂêóăèăÕ 

´Just Guidelineµ 

a) Centralized Log Server 

b) Data Archiving 

c) Data Hashing 

 

*****Ã÷ĈÚîãú¬ÂòÛæòÂêÔñĀæñÜäñÿáØÃîÈÙùäÂõÉ 
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P&P LAW FIRM  ăßÛúæã° îâäáõÎāÎÿÂöãäÖõ 

ÂóäÿÂĆÛÃîâúæÉäóÉäÅîâßõèÿÖîä°îã¬óÈÚîã 90 èòÚ 

ÅÃãóãäñãñÿèæóăÕîã¬óÈăä 

ïÜäñÂóéÃîÈÂäñØäèÈăîÌöØö 

ïÅČóëòćÈÃîÈÿÉóßÚòÂÈóÚ 

 

*** ĂÅäâöîČóÚóÉëòćÈÿßõćâìäøîæÕäñãñÿèæó ??? 

78 



Professional Forensics Training Center  

P&P LAW FIRM  ăßÛúæã° îâäáõÎāÎÿÂöãäÖõ 

ëóäñëČóÅòÎÃîÈ ß.ä.Û. è¬óÕèãÂóäÂäñØČóÅèóâÝõÕÿÂöćãèÂòÛ
ÅîâßõèÿÖîä° (Ö¬î) 

®  îČóÚóÉÃîÈßÚòÂÈóÚÿÉóìÚóØöćÖóâÂÏìâóãĂìâ¬ (âóÖäó 18-21 ĀæñâóÖäó 27) 
     -  îČóÚóÉÃîÈÿÉóßÚòÂÈóÚāÕãÿÕĆÕÃóÕ 
        (1) âöìÚòÈëøîëîÛ×óâ / Ăìë¬ÈÅČóËöĈĀÉÈÿÜĆÚìÚòÈëøî ÿîÂëóä Ãîâúæ 
        (2) ÿäöãÂÃîâúæÿîÂëóäØóÈÅîâßõèÿÖîä° 
        (3) ë¬ÈĂìë¬ÈâîÛÃîâúæ 
     -  îČóÚóÉÃîÈÿÉóßÚòÂÈóÚØöćÖîÈÃîîČóÚóÉéóæ 
        (4) ØČóëČóÿÚóÃîâúæÅîâßõèÿÖîä° ÃîâúæÉäóÉäØóÈÅîâßõèÿÖîä° 
        (5) ë¬ÈĂìÛùÅÅæë¬ÈâîÛÃîâúæÅîâßõèÿÖîä° ìäøîîùÜÂäÔ°ØöćĂËÉòÕÿÂĆÛÃîâúæÅîâßõèÿÖîä° 
            (6)  ÖäèÉëîÛìäøîÿÃó×÷ÈäñÛÛÅîâßõèÿÖîä° ÃîâúæÅîâßõèÿÖîä° 
            (7)  ×îÕäìòëæòÛÃîÈÃîâúæÅîâßõèÿÖîä° 
            (8)  ã÷ÕìäøîîóãòÕäñÛÛÅîâßõèÿÖîä° 
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ëóäñëČóÅòÎÃîÈ ß.ä.Û. è¬óÕèãÂóäÂäñØČóÅèóâÝõÕÿÂöćãèÂòÛ
ÅîâßõèÿÖîä° (Ö¬î) 
¯  ÿÃÖîČóÚóÉÃîÈéóæĂÚÂóäßõÉóäÔóÅÕö 

         -  Arm³s length Doctrine 

            âóÖäó 17  ÝúĂÕÂäñØČóÅèóâÝõÕÖóâßäñäóËÛòÎÎòÖõÚöĈÚîÂäóËîóÔóÉòÂäĀæñ 

          (1)  ÝúÂäñØČóÅèóâÝõÕÚòĈÚÿÜĆÚÅÚăØã ĀæñäòÑÛóæĀì¬ÈÜäñÿØéØöćÅèóâÝõÕăÕÿÂõÕÃ÷ĈÚìäøî

ÝúÿëöãìóãăÕäîÈÃîĂìæÈāØê ìäøî 

          (2) ÝúÂäñØČóÅèóâÝõÕÚòĈÚÿÜĆÚÅÚÖ¬óÈÕóè ĀæñäòÑÛóæăØãìäøîÅÚăØãÿÜĆÚÝúÿëöãìóãĀæñ

ÝúÿëöãìóãăÕäîÈÃîĂìæÈāØê 

          ÉñÖîÈäòÛāØêáóãĂÚäóËîóÔóÉòÂä  
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ëóäñëČóÅòÎÃîÈ ß.ä.Û. è¬óÕèãÂóäÂäñØČóÅèóâÝõÕÿÂöćãèÂòÛ
ÅîâßõèÿÖîä° (Ö¬î) 
° îČóÚóÉÃîÈ ä.â.Ö.ăîÌöØö 
         âóÖäó 20 ĂÚÂäÔöØöćÂóäÂäñØČóÅèóâÝõÕÖóâßäñäóËÛòÎÎòÖõÚöĈÿÜĆÚÂóäØČóĂìĀßä¬ìæóã Ì÷ćÈ

ÃîâúæÅîâßõèÿÖîä°ØöćîóÉÂäñØÛÂäñÿØøîÚÖ¬îÅèóââòćÚÅÈĀì¬ÈäóËîóÔóÉòÂäÖóâØöćÂČóìÚÕăè
ĂÚáóÅëîÈ æòÂêÔñ 1 ìäøîæòÂêÔñ 1/1 Āì¬ÈÜäñâèæÂÏìâóãîóÎó ìäøîØöćâöæòÂêÔñÃòÕÖ¬î
ÅèóâëÈÛÿäöãÛäîã ìäøîéöæÙääâîòÚÕöÃîÈÜäñËóËÚ ßÚòÂÈóÚÿÉóìÚóØöćāÕãăÕäòÛÅèóâ
ÿìĆÚËîÛÉóÂäòÑâÚÖäöîóÉãøćÚÅČóäîÈßäîâĀëÕÈßãóÚìæòÂÑóÚÖ¬îéóæØöćâöÿÃÖîČóÚóÉÃîĂìâö
ÅČóëòćÈäñÈòÛÂóäØČóĂìĀßä¬ìæóãÌ÷ćÈÃîâúæÅîâßõèÿÖîä°ÚòĈÚăÕ 

                    ĂÚÂäÔöØöćéóæâöÅČóëòćÈĂìäñÈòÛÂóäØČóĂìĀßä¬ìæóãÌ÷ćÈÃîâúæÅîâßõèÿÖîä°ÖóâèääÅØöćìÚ÷ćÈ 
ĂìßÚòÂÈóÚÿÉóìÚóØöćØČóÂóääñÈòÛÂóäØČóĂìĀßä¬ìæóãÚòĈÚÿîÈ ìäøîëòćÈĂìÝúĂìÛäõÂóääñÈòÛÂóä
ØČóĂìĀßä¬ìæóãÌ÷ćÈÃîâúæÅîâßõèÿÖîä°ÚòĈÚÂĆăÕ 
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ÂóäĂËîõÚÿÖîä°ÿÚĆÖāÕãëøćîÿØÅāÚāæãöĂìâ¬ YouTube  
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ëóäñëČóÅòÎÃîÈ ß.ä.Û. è¬óÕèãÂóäÂäñØČóÅèóâÝõÕÿÂöćãèÂòÛ
ÅîâßõèÿÖîä° (Ö¬î) 
± ÛØÂČóìÚÕāØêëČóìäòÛßÚòÂÈóÚÿÉóìÚóØöć (âóÖäó 22-24) 
 
               âóÖäó 22  ìóââõĂìßÚòÂÈóÚÿÉóìÚóØöćÿÜõÕÿÝãìäøîë¬ÈâîÛÃîâúæÅîâßõèÿÖîä° ÃîâúæÉäóÉäØóÈÅîâßõèÿÖîä° ìäøîÃîâúæÃîÈ

ÝúĂËÛäõÂóä ØöćăÕâóÖóââóÖäó 18 ĂìĀÂ¬ÛùÅÅæĂÕ 
                 ÅèóâĂÚèääÅìÚ÷ćÈâõĂìĂËÛòÈÅòÛÂòÛÂóäÂäñØČóÿßøćîÜäñāãËÚ°ĂÚÂóäÕČóÿÚõÚÅÕöÂòÛÝúÂäñØČóÅèóâÝõÕÖóâßäñäóËÛòÎÎòÖõÚöĈ 

ìäøîÿßøćîÜäñāãËÚ°ĂÚÂóäÕČóÿÚõÚÅÕöÂòÛßÚòÂÈóÚÿÉóìÚóØöćÿÂöćãèÂòÛÂóäĂËîČóÚóÉāÕãâõËîÛ ìäøîÿÜĆÚÂóäÂäñØČóÖóâÅČóëòćÈìäøî
ØöćăÕäòÛîÚùÎóÖÉóÂéóæ 

                 ßÚòÂÈóÚÿÉóìÚóØöćÝúĂÕÞ¬óÞøÚèääÅìÚ÷ćÈÖîÈäñèóÈāØêÉČóÅùÂăâ¬ÿÂõÚëóâÜö ìäøîÜäòÛăâ¬ÿÂõÚìÂìâøÚÛóØ ìäøîØòĈÈÉČóØòĈÈÜäòÛ 
 
              âóÖäó 23  ßÚòÂÈóÚÿÉóìÚóØöćÝúĂÕÂäñØČóāÕãÜäñâóØÿÜĆÚÿìÖùĂìÝúîøćÚæ¬èÈäúÃîâúæÅîâßõèÿÖîä° ÃîâúæÉäóÉäÅîâßõèÿÖîä° ìäøî

ÃîâúæÃîÈÝúĂËÛäõÂóä ØöćăÕâóÖóââóÖäó 18 ÖîÈäñèóÈāØêÉČóÅùÂăâ¬ÿÂõÚìÚ÷ćÈÜö ìäøîÜäòÛăâ¬ÿÂõÚëîÈìâøćÚÛóØ ìäøîØòĈÈÉČóØòĈÈ
ÜäòÛ 

 
               âóÖäó 24  ÝúĂÕæ¬èÈäúÃîâúæÅîâßõèÿÖîä° ÃîâúæÉäóÉäÅîâßõèÿÖîä°ìäøîÃîâúæÃîÈÝúĂËÛäõÂóä ØöćßÚòÂÈóÚÿÉóìÚóØöćăÕâóÖóâ

âóÖäó 18 ĀæñÿÜõÕÿÝãÃîâúæÚòĈÚÖ¬îÝúìÚ÷ćÈÝúĂÕ ÖîÈäñèóÈāØêÉČóÅùÂăâ¬ÿÂõÚëîÈÜö ìäøîÜäòÛăâ¬ÿÂõÚëöćìâøćÚÛóØ ìäøîØòĈÈÉČóØòĈÈ
ÜäòÛ 
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ÜòÎìóĂÚÂóäÜäòÛĂË ß.ä.Û. è¬óÕèãÂóäÂäñØČóÅèóâÝõÕÿÂöćãèÂòÛ

ÅîâßõèÿÖîä° ß.é. 2550 ? 
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ëõćÈØöćÅèäÖîÈØäóÛÿÛøĈîÈÖÚÿÂöćãèÂòÛÂóääèÛäèâßãóÚìæòÂÑóÚ 

1. ÂóäÖõÕÖ¬îëøćîëóäÛÚîõÚÿÖîä°ÿÚĆØ ( Overview of Communication) 
2. ÍP Addressµ + Personal data + Criminal record 
3. Domain Name  
 -Applicant /Registrant /Administrative Contact/ Technical Contact 
 -Primary Server/ Secondary Server 
4 ÃîâúæÉäóÉäØóÈÅîâßõèÿÖîä° ·ÃîâúæÅîâßõèÿÖîä°-äñÛÛÅîâßõèÿÖîä° 
5 āÜäĀÂäâÌîàĀèä°ØöćĂËØČó Computer forensic+ ÅèóâÚ¬óÿËøćî×øî 
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Acquiring E-evidence 

RULES 

 

 ́Collect as much information as soon as you canµ 
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TIP  

ÅTaking photograph all matters on the desk/ perpetrator place (among 

witness ),esp, Floppy disk/ CD /Flash memory /USB /tape 

ÅRequesting log files, computer data and traffic data ASAP 

ÅTaking or Capturing all operating computer screen/hard ware components 
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TIP  

ÅDo not turn off / disconnect internet network 

  ´RAM will be lostµ 
 

*****Turn off = Changing computer files at least 0.6 % of Operating 

system 

     Research from University of Texas 
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ÂóäÿÖäöãâÅÕöîóÎó 

ÅWHO ? 

ÅWHAT ? 

ÅWHERE ? 

ÅWHEN ? 

ÅWHY ? 

ÅHOW ? 

  *****ßõëúÉÚ°ÉÚÜäóéÉóÂÃîëÈëòã / ÅèóâÚ¬óÿËøćî×øîÃîÈßãóÚìæòÂÑóÚ ( â.227 ) 
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ÂóäØČóÈóÚÃîÈÅîâßõèÿÖîä° 
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A B 

ISP ISP Computer A Computer B 

¬ 

 ®  ̄

° 

Hosting IP Address 
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TCP/IP protocol stack  
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Internet Protocol 
 

Application layer protocols 

Transport layer protocols 

Network layer protocols 

Hardware layers 
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Packets  
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Sender 

Recipient 
Router Router 

Router Router 

Router Router 

P1,P3,P4 

P2,P5,P6 

P7,P8,P9 

P7,P9 

P7,P9 

P1,P3,P4 

P1,P3,P4 

P8 

P2,P5,P6,P8 
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ÂóäØČóÈóÚÃîÈäñÛÛ RFID 
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ÂóäØČóÈóÚÃîÈ WAP 
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ÂóäØČóÈóÚÃîÈäñÛÛÅîâßõèÿÖîä° 

95 

Computer 
A 

Website 
pantip.com 

ISP ÃîÈ A Login 

Traffic Data 

Traffic Data 
TOT 

CAT 

AIS 

DTAC 

Modem 

Leased Line 

WLAN /Wifi 

Satellite 
.,etc 

(1)  ÂäÔöìâõćÚÜäñâóØÝ¬óÚØóÈÿèĆÛăÌØ° 
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Preparing Case for taking legal action against hacker 
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A 

Computer 

(Hacker) 

ISP 

Hacker 

ISP 

(Injured 

person) 

Log in 

Traffic Data  Traffic Data  

Modem 

Leased Line 

WLAN/wifi  

Satellite 

Phone Local 

Mobile 

Traffic Data  

Target 

Computer 

(B) 

(2)  ÂäÔöÂóä Hack ÿÅäøćîÈÅîâßõèÿÖîä° 
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ÂóäÅÚìóìâóãÿæÃāØäéòßØ°Ýúÿëöãìóã 
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            http://phonebook.tot.co.th 

 

 

 

 

 

 

 

 

 

 
Q:    Divert Call ??? 

http://phonebook.tot.co.th/
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IP Address  

98 

ìâóãÿæÃÜäñÉČóÖòèÿÅäøćîÈÅîâßõèÿÖîä° 
ÛóÚÿæÃØöćÃîÈÿÅäøćîÈÅîâßõèÿÖîä° 
 

 *** Random IP Address/ Share IP 
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IP Address 
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Proxy IP 

IP 
Address 
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How to read IP Address  

ÅSample of Log file 

´Sept 4 11:20:45 web 63ftpd (15988) connection from 204.145.28.204µ 

 

2́04.145.28.204µ is IP Address 

100 



Professional Forensics Training Center  

P&P LAW FIRM  ăßÛúæã° îâäáõÎāÎÿÂöãäÖõ 

Öòèîã¬óÈÃîâúæÉäóÉäØóÈÅîâßõèÿÖîä° (TOT) 

101 

100000=10:00:49 ҥҲҤҲҾҩҧҴ 

104900=10:49 ҾҩҧҴҬҶӇқҬҺҖ 

YT = Normal 

1 = Normal  

5 = YT 

1 = Metro  

04151YT2614407110000390010490010000070000300021512890  053304XXX 0002000 

04 = YTEL 071100= 7/11/00 ҩҳқҙҷӆ 

003900= 00:39 ҾҩҧҴҾҥҶӆңҗӥқ 
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āÜäĀÂäâßäóÈÖòè (Anonymizers) 
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āÜäĀÂäâßäóÈÖòè (Anonymizers) 
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