
CYBER CRIME LAWS AND COMPUTER FORENSICS TRAINING COURSE 2012 (CCFC 2012) 



CYBER CRIME LAWS AND COMPUTER FORENSICS TRAINING COURSE 2012 (CCFC 2012) 



CYBER CRIME LAWS AND COMPUTER FORENSICS TRAINING COURSE 2012 (CCFC 2012) 

Internet Definition 

 The Internet is a global system of interconnected 

computer networks that use the standard Internet protocol 

suite to serve billions of users worldwide. 

 

 The Internet carries an extensive range of information 

resources and services, such as the inter-linked hypertext 

documents of the World Wide Web (WWW) and the 

infrastructure to support email. 

 

Reference: http://en.wikipedia.org/wiki/Internet 
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Birth of the internet 

The Internet grew out of an experiment  

in the 1960s by the U.S. Department of 

Defense. The DoD wanted to create a 

computer network that would continue to 

function in the event of a disaster, such as 

a nuclear war. If part of the network was 

damaged or destroyed, the rest of the 

system still had to work. That network 

was ARPANET, (Advanced Research 

Projects Agency Network) which linked 

U.S. scientific and academic researchers. 

It was the forerunner of today's Internet. 

ARPANET Computer 
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Internet Anatomy 

The Web physically consists of your personal computer, web browser 

software, a connection to an Internet service provider, computers 

called servers that host digital data, and routers and switches to direct 

the flow of information. 
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Benefits of Internet  

• Search and Online Knowledge 

• E-Mail 

• Online Video 

• Live Video Conference 

• Etc. 
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Internet Protocol Stack 

TCP/IP (Transmission Control Protocol/Internet 

Protocol) is the basic communication language 

or protocol of the Internet. It can also be 

used as a communications protocol in a 

private and public network. When you are set 

up with direct access to the Internet, your 

computer is provided with a copy of the 

TCP/IP program just as every other computer 

that you may send messages to or get 

information from also has a copy of TCP/IP. 
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Internet Address 

An Internet Protocol address (IP address) is a numerical 

label assigned to each device (e.g., computer, printer) 

participating in a computer network that uses the Internet 

Protocol for communication. 
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Internet Address 

Server 

IP Address 

Clients 

IP Address 
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Checking IP Address 

Windows Command Line 

 ping <<domain name>> 
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Checking Network Route 
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Web Address 

World Wide Web is a network of electronic files stored on 

millions of computers all around the world. Hypertext links 

these resources together. Uniform Resource Locators (URL) 

are the addresses used to locate the files. Every URL is and 

identifies one specific file. 

 

Example 

www.google.co.th, www.chula.ac.th, www.mthai.com 
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Domain Name System (DNS) 

The Domain Name System (DNS) is a hierarchical 

distributed naming system for computers, services, or any 

resource connected to the Internet or a private network. It 

associates various information with domain names assigned 

to each of the participating entities. A Domain Name 

Service resolves queries for these names into IP addresses 

for the purpose of locating computer services and devices 

worldwide. 

161.200.192.248 www.chula.ac.th 
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Domain Name System 

www.google.co.th 

209.85.175.94 

DNS Server 
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Domain Name System hierarchy 
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com biz 

. 

net gov org 

p333 

www abc def 

www. p333. biz 
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What is Registrar 

• A domain name registrar is an organization or 

commercial entity to manage the reservation of 

Internet domain names in accordance with the 

guidelines of the designated domain name 

registries and to offer such services to the 

public. 
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Registrar 

Bob 

Hey !, I want to 
register domain 
name “cat.com” 

` 

Okay, cat.com is owned 
by Bob now. 

Pls register “cat.com” 
for Bob 

“cat.com” is yours, 
Bob 
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Web Browsers 

A web browser is the software program you use to access the World 

Wide Web, the graphical portion of the Internet. The first browser, 

called NCSA Mosaic, was developed at the National Center for 

Supercomputing Applications in the early 1990s. The easy-to-use point-

and-click interface helped popularize the Web. Microsoft Internet 

Explorer and Netscape Navigator are the two most popular ones. 
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Web Browser 

Internet Explorer Google Chrome Firefox 

Safari Opera Flock 
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Investigate Domain Name 

www.domaintools.com 
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Investigate Domain Name 

www.chula.ac.th 



CYBER CRIME LAWS AND COMPUTER FORENSICS TRAINING COURSE 2012 (CCFC 2012) 



CYBER CRIME LAWS AND COMPUTER FORENSICS TRAINING COURSE 2012 (CCFC 2012) 

What is Social Media 

• A group of Internet-based applications that build on the 

ideological and technological foundations of Web 2.0, 

and that allow the creation and exchange of user-

generated content. 
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Top 10 Social Media Threats 

1. Social networking worms 

2. Phishing bait 

3. Trojans 

4. Data leaks 

5. Shortened links 

6. Botnets 

7. Advanced Persistent Threats 

8. Cross-Site Request Forgery  

9. Impersonation 

10. Trust 
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