


ÅTo discuss the essential knowledge of cyber crimes 

ÅTo suggest cyber and computer criminal techniques 

ÅTo suggest the case study in the real world 



 Cyber crime encompasses any criminal act 
dealing with computers and networks (called hacking). 
Additionally, cyber crime also includes traditional 
crimes conducted through the Internet. For example 
hate crimes, telemarketing and Internet fraud, identity 
theft, and credit card account thefts are considered to 
be cyber crimes when the illegal activities are 
committed through the use of a computer and the 
Internet. 



The US Department of Justice types of cyber-
crime in three ways: 

 

1. The computer as a target 

2. The computer as a tool 

3. The computer as an accessory 



ÅIdentity theft 

ÅOnline fraud 

ÅCrimes against children or 
seniors 

ÅOnline gambling 

ÅMoney Laundering 

ÅNarcotics 

ÅProstitution 

ÅHacking 

ÅNetwork intrusions 

ÅHomicide 

ÅTerrorism 

ÅCyber warfare 

Åand ...... 



 

Too old,  

but it WORK! 



 

FAKE ATM At Xi Street, Xuanwu district 



FAKE Apple Store At streets of Kunming 



 



 

! You can control everything what you want 



 



 



 



 



 



 



 



 



 



 



 



 



 





 



 



 



 



 



! Be aware mobile phone virus inside QRCode 



 



 



 



 

 

 

 

 

 

 

 

Reference https://www.virustotal.com/statistics/ 



 



 







Target 
Å 100 countries 
 
Victim 
Å 4 Million Computers 
Å 500,000 in U.S. 

   - FBI, NASA 
 
Damage 
Å 14 Million Dollar 

 
Suspect 
Å 6 Estonian Hackers 
Å DNSChanger 







Target 
Å 14 Countries 
 
Victim 
Å 70+ Companies 

Η ƪƴƻǿ ǘƘŜȅΩǾŜ ōŜŜƴ ŎƻƳǇǊƻƳƛǎŜŘ ŀƴŘ ǘƘƻǎŜ ǘƘŀǘ ŘƻƴΩǘ ȅŜǘ ƪƴƻǿΦ 







ÅThe security expert discovered that at least 
three different known vulnerabilities have 
been exploited 

ïCVE-2009-3129 (MS Excel) [attacks dated 2010 
and 21011] 

ïCVE-2010-3333 (MS Word) [attacks conducted in 
the summer of 2012] 

ïCVE-2012-0158 (MS Word) [attacks conducted in 
the summer of 2012] 



ÅThese attacks is structured in two distinct 
phases according a classic schema of targeted 
attacks: 

ïInitial infection 

ïAdditional modules deployed for intelligence 
gathering 



ÅIn the initial phase the malware is delivered 
via e-mail as attachments (Microsoft Excel, 
Word and, probably PDF documents), once 
victims opened the malicious document the 
embedded malicious code initiated the setup 
of the main component which in turn handled 
further communication with the C&C servers, 
after the malware receives from the C&C 
server a number of additional spy modules. 



ÅThe way to infect entire network is very 
efficient, the hackers used a module to scan 
target infrastructure searching for vulnerable 
machines. The attacks against each machine 
and related services is made exploiting the 
above vulnerabilities or gaining access to it 
using credentials collected during other 
attacks of the same campaign. The exploits 
appear to have been created by Chinese 
hackers. 



ÅMalicious Servers 

ï178.63.208.49 matches to 178.63. 

ï188.40.19.247 matches to 188.40. 

ï78.46.173.15 matches to 78.46. 

ï88.198.30.44 matches to 88.198. 

 

ÅMini-motherships 

ï91.226.31.40 matches to 91.226. 





$1.5 to $2 billion 

$100 to $150 million 

What does a stealth bomber cost? 

What does a stealth fighter cost? 

$1 to $2 million What does an cruise missile cost? 

$300 to $50,000 What does a cyber weapon cost? 



Nuclear Weapons Facility Cyber Weapons Facility 

²ƘŜǊŜΩǎ ǘƘŜ /ȅōŜǊ ²ŜŀǇƻƴǎ CŀŎƛƭƛǘȅΚ 





 Å This card is not reloadable - Once the balance on 

the card is spent, you cannot reload more funds 

on to the card and you will have to purchase a 

new one. 

 

Å This card cannot be used at an ATM - The Vanilla 

Visa does not come with a Personal Identification 

Number (PIN) and therefore, cannot be used at 

ATMs. 



 



 

ñQubit vs Binaryò 



 



 



 




