w

S
-
gl ¥ %
5
E
-
- -
i)
&
]
—
-,
- [
]
-
*

Cyber Crime Investigation

Explore to the Real World of Cyber Criminal




Presentation Objectives

A -
A -

A

‘0 discuss the essentlahowledge of cyber crimes
‘'osuggestyber and computer criminal techniques

To suggest the case study in the real world




What is Cyber Crime

Cyber crime encompasses any criminal act
dealing with computers and networks (called hacking)
Additionally, cyber crime also iIncludes traditional
crimes conducted through the Internet. Fexample
hate crimes, telemarketing and Internet fraud, identity
theft, and credit card account thefts are considered to
be cyber crimes when the Illegal activities are
committed through the use of a computer and the
Internet.



Types of Cyber Crime

The US Department of Justiyges of cyber
crimein three ways:

ne computer as a target
ne computer as a tool
ne computer as aaccessory
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Cyber Crime Categories

A Identity theft A Prostitution
A Online fraud

A Hacking
A Crimes against children or _ _
seniors A Network intrusions
A Online gambling A Homicide
A Money Laundering A Terrorism
A Narcotics A Cyber warfare




ATM Skimming

Camera positioned at correct
angle 1o view keypad and
monitor

Camera Battery;

Transmission Antenna

Too old,
but it WORK!




Fake ATM in China

T
v ————

FAKE ATM At Xi Street, Xuanwu district




Fake Apple Store in China

FAKE Apple Store At streets of Kunming




Bluetooth Sniper / Blue-Jacking




Blue-Jacking

! You can control everything what you want




Passport RFID Attack
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D Attack

Intay with integrated
contactiess chip
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Contactiess module

Data page with
data and photograph

Inlay with
contactiess chip

Integrated Circuit

Antenna



Using Strong Hold Bag

MNylon Silver




Wireless / Radio Jammer




Wireless / Radio Jammer
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WarChalking / WarDriving

let's warchalk..!

KEY

SYMBOL

OPEN
NODE

ssid

)(

bandwidth

CLOSED
NODE

ssid

O

ssid

access
contact

bandwidth

blackbeltjones.com/warchalking

Proposed New Signs

X

Unrestricted access

X

Open access with restrictions

X

AP with WEP

X
©

AP with closed ESSID

X

AP with MAC filtering

R

Pay for access AP

X

Al with multiple access controls
(not for public use}

Honeypot




WarChalking / WarDriving




WarChalking / WarDriving




WarChalking / WarDriving




WarChalking / WarDriving

_ Q’ﬁ Pan/Tilt Mechanism 19dBi WiFi Antenna
C?’ attachments include antennas directional
q\ﬁ;}‘ or a smoke grenade {auncher

Two Laptops

for control and data logging

12dBi WiFi Antenna

omnidirectional

Scanner
to pick up various
communications

25-1300 MHz Antenna

general coverage, great for

picking up the police
ControlBox —

w/ key switch for activation = o o of 1l /

CCD Camera

Antenna Switch Box trip documentation

To toggle between antennas
and radios
. Lights
. T—2M candlepower for
night operations

Flash Drive Dropper

for U3 hacksaws

PA Speaker

e
“For announcements and
intimidating music

900 MHz Antenna

directional, great for cordless
phones




WarChalking / WarDriving




WarChalking
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Virus Attacks

Global Incidents (cont.)

Virus Found On Computer In Space Station

NASA confirmed on Wednesday that a
computer virus was identified on a laptop
computer aboard the International Space
Station, which carries about 50 computers. The
virus was stopped with virus protection
software and posed no threat to ISS systems or

operations, said NASA spokesperson Kelly
Humphries.

The SpaceRef report suggested that a flash card or USB drive brought

on board by an astronaut may have been the
source of the laptop infection.

InformationWeek August 27, 2008




1st Cyber Warfare - Russia vs. Estonia (2007)

Estonia hit by 'Moscow cyber war'

Estonia says the country's
websites have been under
heavy attack for the past
three weeks, blaming Russia
for playing a part in the
cyber warfare.

Many of the attacks have comef
from Russia and are being
hosted by Russian state
computer servers, Tallinn says.
Moscow denies any
involvement.

Estonia says many state websites
have been affected

Estonia says the attacks began after it moved a Soviet war
memorial in Tallinn. The move was condemned by the Kremlin.

A MNato spokesman said the organisation was giving Estonia
technical help.

"In the 21st century it's not just about tanks and artillery,”
Mato spokesman James Appathurail told BBC News.




Confidential Leakages
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ack Syrian President's Emails

Syrian Arab Republic
Ministry of Presidential Affairs

Read Mail Compose Search Emall Addresses Folders Settings Change Password Help Logoff

U—- Headers: Domainkey-Status: no signature

received: (gmail 1606 invoked from network); 28 Nov 2011 09:41:53 +0200
received: from blu0-omc2-s7.blu0.hotmail.com (65.55.111.82) by 82.137.248.53 with SMTP; 28 Nov 2011 0
received: from BLU155-W11 ([65.55.111.72]) by blu0-omc2-s7.blu0.hotmail.com with Microsoft SMTPSVC(t
Message-Id: <BLU155-W11CF40B84854AF7049FCAGFE6B20@ phx.gbl>
Retum-Path: sherry. hunter@hotmail.com
Content-Type: multipart/alternative; boundary="_7695153¢-9371-4685-84a6-40452814261c_"
X-Originating-1p: [188.160.161.249]
From: Sheherazad Jaafari <sherry.hunter@hotmail.com>
To: <lunachebel@mopa.gov.sy>, <raghadmah@yahoo.com>

Back to Inbox Subject: Final Points
Date: Mon, 28 Nov 2011 08:43:31 -0500
Importance: Normal

3 Reply In-Reply-To: <BLU155-W262BD3DEGIBAICA24A2252F6820@phx.gbl>
References: <BLU155-W262BD3DEGIBAICA24A2252F6820@phx.gbl>
Mime-Version: 1.0

& Reply All X-Originalarrivaltime: 28 Nov 2011 13:43:32.0818 (UTC) FILETIME=[B845AB20:01CCADD3]

From: Sheherazad Jaafari <sherry.hunter@hotmail.com> Sent: Mon 28/11/11 3:43 PM
L= Forward

To: <lunachebel@mopa.gov.sy>, <raghadmah@yahoo.com> Priority: Normal
X Delete Subject: Final Points Type: Embeded HTML/Text
Address Book

Hello dear;,

(=) Print

Please let me know if you need anything else.
Barbara will be here on the 2nd and the interview will be on the 4th because she is leaving

N
QI Block Sander on the 6th so that would give you some time to do the editing.

Ly View Headers




BOTNET Online Market

Golden Cash buy low and
sell high to take profits

Selling batches of 1,000
malware-infected PCs in
Australia for results in a

profit of $400.
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A Tough Week All Around

US Investigating 'Serious' Hacker Attack on
Google Accounts

THREAT LEVEL

Second Defense Contractor L-3 ‘Actively Targeted' With
RSA SecurlD Haclu

-Sony hacked again, another 1m
passwords exposed

LutzSecurty (LalzSec), » oroup of hackers that recently gained notoriety for
Backing MBS org's home Dage with an mage of NyanCat, snounced
Thersday that £ has stolen cets from Sony

Summary
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What's Sha0ang 5 et Pow exposed the Gata was 10 begn with

In & grom relesse postead L0 ther Web ste, LuzSec caims 20 have Sroken
MO SonyIClures.com and “compromased Oover § 000 000 users’ persony

information, INCluang passwords, emad adcresses, home adcressss, dates of :’9 m'w&mﬁﬁ?’
Th, ANE 3R Sony Optan Jats BISOORLed with tRer actounts.”

OO B Pord of B headuariers ¢

ary Cinton says federal

pating Internet glant Share This

hat computer hackers, most K] Facebook
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luding Chinese poitical
¥ Tenot »




One-Click Fraud

One-click fraud targeting Japan Smartphone Users

f.a

ﬁsmre g M Tweet - 75 EiLike 25 e 1 +1

POSTED BY THH REPCRTER OM 1/14/2012 02:05:00 AM

One-click fraud targeting Japan Smartphone Users
According to Symantec report, A type of fraud

involving adult related content, called “one-click

N fraud”, has been targeting computer users in Japan

The page at "hitpffwwww.bbea...

for a while now. The fraud involves users attempting

[+ 28] )
ARG e (Il {0 access the porn movies. When a user try to

access porn contents, Malware is downloaded

along with the actual movie and infect the
system. Above 15 an example page of one of the

scam sites. It looks like a typical adult website

where users can



D
QRCode Attack

Anda bisa mencoba QR Code
diatas ini, bila berhasil maka
QR Code ini akan teridentifikasi
sebagai alamat website kami

(www.otakku.com).

| Be aware mobile phone virus inside QRCode



D
SCADA Attacks by STUXNET

Jonathan Mann
ATLANTA

The Stuxnet Attack, and its Mystery

by Fikret Ertan

Zaman - It has been said for some time now that the wars of the future
will take place in cyberspace, and that, for this reason, there needs to be
preparation for this. In fact, according to some people, the first rounds of
these wars have already been fired.

For this reason, the great states are already beginning to take measures
against these wars, and are working to activate as soon as possible the
institutions that will protect them in these wars.




SCADA Attacks by STUXNET

Percentage of Hits from W32.Stuxnet by Country
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Car System Attacks

SIRI Hack to Control your Car

Mobil : . . . .
EB i iPhone Developers have done it again and this time they are using SIRI proxy
system to control your car . By hacking the SIRI protocol and creating a proxy

N EWS TECH NOLOGY server an iPhone 4S was hooked up with Viper Car System to perform the

I TR R T L A AL X el (ollowing operations via the a remote control .

- = Vehicle Arm

| = Vehicle Disarm

< % = Vehicle Start

il esmian@® = Vehicle Stop i

B = Vehicle Pop Trunk Pl < vehicle stant »
17 May 2010 Last updated at 12:35 GMT 1

= Vehicle Panic C0% IO L RN

Hack attacks mounted on car c: %
systems '

The computer systems used to control modern cars
are very vulnerable to attack, say experts.

An investigation by security researchers found the systems
to be "fragile" and easily subverted.

The researchers showed how to Kill a car engine remotely,
turn off the brakes so the car would not stop and make
instruments give false readings.

splaying
The research team could subvert
almost every car control system

Despite their success, the team said it would be hard for
malirinnie attarkere tn renrndinire their wnrlke



Global Virus Statistics

File types
1.000,000
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National Security Threat by VolP Steganography







Operation Ghost Click - 2 vears FBI Investigation

. The FBI's
| Child ID App

Putting Sefesy in Your Hends
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Operation Ghost Click - 4 million computers Infected

Operation Ghost Click

International Cyber Ring That Infected Millions of Computers Dismantled

11/08M11

Six Estonian nationals have been arrested and charged with running a sophisticated Internet fraud ring
that infected millions of computers worldwide with a virus and enabled the thieves to manipulate the
multi-billion-dollar Internet advertising industry. Users of infected machines were unaware that their
computers had been compromised—ar that the malicious software rendered their machines vulnerable
to a host of otherviruses.

Details of the two-year FBI investigation called Operation Ghost Click were announced today in New
York when a federal indictment was unsealed. Officials also described their efforts to make sure
infected users’ Internet access would not be disrupted as a result of the operation.

The indictment, said Janice Fedarcyk, assistant directorin
charge of our Mew York office, “describes an intricate
international conspiracy conceived and carried out by
sophisticated criminals.” She added, “The harm inflicted
by the defendants was not merely a matter of reaping
illegitimate income.”

FBl Statement:
Janice Fedarcyk, New York
Assistant Director in Charge

“Today, with the flip of a
switch, the FBI and our
partners dismantled the
Rowe criminal enterprise.
Thanks to the collective

Beginning in 2007, the cyberring used a class of
malware called DN3Changer to infect approximately 4
million computers in maore than 100 countries. There
were about 500,000 infections in the U.5., including
computers belonging to individuals, businesses, and
government agencies such as NASA The thieves were
able to manipulate Internet advertising to generate at
least 14 million in |II!;|t fees. In some case.s. the pariners, a mitigation plan commenced foday,
malware had the additional effect of preventing users’ e e S et
anti~irus software and operating systems from updatind,  servers with clean DNS servers to keep
thereby exposing infected machines to even mare
malicious software.

effort across the U.5. and

in Estonia, six leaders of
the criminal enterprise have been arrested and
numercus servers operated by the criminal
organization have been disabled. Additicnally,
thanks to a coordinated effort of trusted industry

millions online, while prowiding 15Ps the
opportunity to coordinate user remediation
efforts.” More

Target
A100 countries

Victim
A4 Million Computers
A500,000 in U.S.
- FBI, NASA

Damage
A14 Million Dollar

Suspect
A6 Estonian Hackers
ADNSChanger



Operation Shady RAT -5 vears Hack Attack




Operation Shady RAT - Hit 14 Countries
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Operation Shady RAT

21

Us Federal
Governmant

Us State
Governmant

Us County
Governmant

Canadian
Governmant

Vietnam
Governmant

Taiwan
Governmant

us
Governmant
Contractor

United
Nations

Indian
Governmant

Construction
Heawvy
Industry

Steel
Industry

Energy

Solar Power

TI11

Elactronics 3 Defanse
Industry Contractor

Computer 2
Security

Information 2
Technology

Satellite 2
Communica-
tions

Hews Madia 2

Information 1
Services
Communica- 1
tions

Technology

H 1Y29

13 FReal Estate 2 International
Sports
Accounting 2
Industry Economics!
Trade
Agriculture 1
Think Tanks
Insurance 1
International
Government/
Economics!
Trade

Paolitical
MNon-Frofit

U5 National
Security
MNon-Frofit

Target

Al14 Countries
Victim

A70+ Companies
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Operation Red October

Operation “Red October”

Victims of advanced cyber-espionage network
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Operation Red October

Belgium
2% Croat-aM I Serbla
2%_ 2 1%
2%
Armenia Spain _\ - L Switzerland
2% 20%

2%

Russian Federation
5%

Macedonia
6%

Bulgaria
7%

Kazakhstan
15%
United Arab Emirates
9%

14%

13%



Red October Geo-distribution of victims

A The security expert discovered that at least

three
been

different known vulnerabilities have
exploited

I CVE20093129 (MS Excel) [attacks dated 201C

ang

21011]

I CV
the
I CV

20103333 (MS Word) [attacks conducted In
summer of 2012]

the

20120158 (MS Word) [attacks conducted In
summer of 201pP



Red October Attack Method

A These attacks is structured in two distinct
phases according a classic schema of targete
attacks:

I Initial infection
I Additional modules deployed for Intelligence
gathering




Red

October — Initial Phase

AIn the initial phase the malware is delivered

via
Wo

e-mail as attachmentgMicrosoft Excel,
rd and, probably PDF documents), onct

victims opened the malicious document the

en

nedded malicious codmitiated the setup

of t
furt

ne main component which in turn handled

ner communication with the C&C servers,

after the malware receives from the C&C
server a number of additional spy modules.



Red October — Gathering Phase

AThe way to infect entire network is very
efficient, the hackers used a module to scat
target infrastructure searching for vulnerable
machines. The attacks against each machin
and related services I1s made exploiting the
above vulnerabilities or gaining access to |
using credentials collected during other
attacks of the same campaign. The exploit
appear to have been created b{hinese
hackers




Malicious Servers

A MaliciousServers
I 178.63.208.49 matches to 178.63.
I 188.40.19.247 matches to 188.40.
I 78.46.173.15 matches to 78.46.
I 88.198.30.44 matches to 88.198

A Mini-motherships
I 91.226.31.40 matches to 91.226.






Modern Weapons Economics

What does a stealth bomber cost? $1.5 to $2 billion

What does a stealth fighter cost? $100to $150million

What does an cruise missile cost?$1 to $2 million

What does a cyber weapon cost? $300 to $50,000




Find the Weapons Facility

Nuclear Weapons Facility Cyber Weapons Facility
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Vanilla Credit Card
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Pre-Crime Technology

We live in an age of wonders. We
can talk and see our friends in the
world over the Internet. We live in
an age of horrors. Third-world
dictatorships are working on
atomic bombs. And, we live in age
where new miracles and terrors
are only a research project away.

Take, for example, Defense
Advanced Research Projects
Agency (DARPA), the government
agency that brought us the
Internet. Now, besides working on
bullets that will home in on their
targets, EXtreme ACcuracy Tasked
Ordnance (EXACTO), DARPA is
working on algorithms that can be
used to predict when someone is UBTE YES

getting ready to commit a crime. IUNE 21

Who needs three mutant pre-cogs

ala the movie Minority Report and

Philip K. Dick’s short story The

Minority Report it was based on, when you have computers? The theory
is, given the right algorithms and computers, the government should be
able to figure out when "a soldier in good mental health” may become
an “insider threat.”




First Commercial Quantum Computing

NQubit vs Binama




Intelligence Cell Phone Tracker




PlaceRaider — Android Spyware




PlaceRaider — Android Spyware







