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ëáóßÜòÎìóØöćÿÂõÕÉóÂÂóäĂË­ëøćîÿØÅāÚāæãöëóäëÚÿØéĂÚÖ¬óÈÜäñÿØé 
ĂÚãùāäÜĀæñîÿâäõÂó 

¬  ÜäñÿÕĆÚÿäøćîÈÂóäæñÿâõÕëõØÙõë¬èÚÛùÅÅæ 

 -  ÿØÅāÚāæãöÂòÛÂóäßòÓÚóÑóÚÃ­îâúæÿÂöćãèÂòÛßòÚÙùÂääâ (DNA Code) 

 -  ÿØÅāÚāæãö wireless GPRS ĀæñÕóèÿØöãâ 

 -  ÿØÅāÚāæãö RFID 

 -  ÂóäÂ¬îÂóää­óã 

 -  ÂóäÕòÂàòÈĀæñÕòÂäòÛÃ­îâúæë¬èÚÛùÅÅæ (Wiretapping and Surveillance) 

 -  ÿØÅāÚāæãö Robot Spidering ÃîÈ Google 

 -  ÂóäĂË­îõÚÿÖîä°ÿÚĆÖāÕãëøćîÿØÅāÚāæãöĀÛÛĂìâ¬ youtube Āæñ facebook 
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What is ñPrivacyò ? 

 

 

ñRight to an inviolate personality & Right to be let aloneò 

       HLR, 1890 

            Louis D. Brandes and Samuel D. Warren 
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ÿØÅāÚāæãöÂóäëøÛÅ­ÚÑóÚÃ­îâúæÿÂöćãèÂòÛßòÚÙùÂääâ 

ñIBM Invention & 

Genetic Informationò 

vs. 

ñEthicsò 

-  Sensitive Data v.s. Insurance Policy ? 

-  Human Capacity ? 

-  Genetic Information Nondiscrimination Act of 2008 
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ÂóäÿËøćîâÖ¬îäñìè¬óÈÅîâßõèÿÖîä°ĀæñâÚùêã° 
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ÂóäÿËøćîâÖ¬îäñìè¬óÈÅîâßõèÿÖîä°ĀæñâÚùêã° 
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ÜòÎìóÅèóâÿÜĆÚë¬èÚÖòè (Privacy) 
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ñErosion of Privacyò 

 

-  Financial Harm 

-  Security / Danger 

-  Fraud 

ñHealth Problemò 

 

Insurance Coverage 
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Privacy Case Study 
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ñDog Poop Girlò  =  Dangerous of IT exploitation 
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ÿØÅāÚāæãö Wireless GPRS ĀæñÕóèÿØöãâ 
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-  S3 (Satellite Security Systems) 

-  GPS (Global Positioning System) 

ñEthical Dilemmaò 

Security & Convenience Erosion of Privacy 
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ÿØÅāÚāæãö RFID 
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ÜòÎìóÂóäÂ¬îÂóää­óã 
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ñAbuse of using  

informationò 
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ÂóäÕòÂàòÈĀæñÕòÂäòÛÃ­îâúæë¬èÚÛùÅÅæ 
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ÂóäÕòÂàòÈĀæñÕòÂäòÛÃ­îâúæë¬èÚÛùÅÅæ 
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ÿØÅāÚāæãö Robot Spidering ÃîÈ Google 
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Ẃe googled youµ 

(HBR, June 2007) 

Q: Is your resume available on-line? 
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ÂóäĂË­îõÚÿÖîä°ÿÚĆÖāÕãëøćîÿØÅāÚāæãöĂìâ¬ Youtube Āæñ Facebook 
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ñImplied consent of privacy?ò 
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­ ÜäñÿÕĆÚëøćîæóâÂîÚóÉóäĀæñÂóäÿÝãĀßä¬ÿÚøĈîìóØöćÃòÕÖ¬îÂÏìâóã
ÅèóâëÈÛÿäöãÛä­îãĀæñéöæÙääâîòÚÕö 

Phishing 
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Phishing  
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Click FileĄ 
Properties 
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Phishing  
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Phishing  
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ÅăèäòëÅîâßõèÿÖîä°Āæñîöÿâæ°Ããñ (junk mail) 

ÅÂóäìæîÂÿëÚîĂì­ÿÈõÚÉóÂÜäñÿØéăÚÉöÿäöã 

(Nigerean Money Offers) 
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­ ÜäñÿÕĆÚëøćîæóâÂîÚóÉóäĀæñÂóäÿÝãĀßä¬ÿÚøĈîìóØöćÃòÕÖ¬îÂÏìâóã
ÅèóâëÈÛÿäöãÛä­îãĀæñéöæÙääâîòÚÕö 



CYBER CRIME LAWS AND COMPUTER FORENSICS TRAINING COURSE 2012 (CCFC 2012 )  

® ÜäñÿÕĆÚÊ­îāÂÈĀæñîóËÎóÂääâØóÈÅîâßõèÿÖîä° 

ÂóäÃāâãÃ­îâúæÛòÖäÿÅäÕõÖÃîÈæúÂÅ­ó 
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DoS : Denial of Service  
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¯ ÜòÎìó Generation Gap 

-  Different Generation 

 

 

 

-  Globalization and advent of technology 
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Baby Boom Generation 

Generation Y 

Generation X 

http://images.google.co.th/imgres?imgurl=http://www.china-trends.com/wp-content/images/baby-boom.jpg&imgrefurl=http://www.agalico.com/board/showthread.php?p=84546&h=381&w=460&sz=71&hl=th&start=2&um=1&usg=__ppmoUfNH8qLJYWZ4TRNdJNd3_kg=&tbnid=6G0RTnfMea72QM:&tbnh=106&tbnw=128&prev=/images?q=baby+boom&um=1&hl=th&sa=N
http://images.google.co.th/imgres?imgurl=http://bp3.blogger.com/_uB-0D-gV8mY/RtlN34yRMNI/AAAAAAAADp0/LjfrH4yYCuc/s400/gen+x&imgrefurl=http://thep5.blogspot.com/2007/09/generation-x-your-generation.html&h=322&w=320&sz=20&hl=th&start=2&um=1&usg=__NVsfF993POtz3KPKe0xgx9tk7Io=&tbnid=YsmdaQSXR1e9YM:&tbnh=118&tbnw=117&prev=/images?q=generation+X&um=1&hl=th
http://images.google.co.th/imgres?imgurl=http://boston.condodomain.com/blog/wp-content/uploads/2008/03/generation-y.jpg&imgrefurl=http://boston.condodomain.com/blog/category/commissions/page/2/&h=272&w=248&sz=22&hl=th&start=9&um=1&usg=__bZADzbzPHwT7GG6OTqbrDYNUIsY=&tbnid=gcjFrAHforbmDM:&tbnh=113&tbnw=103&prev=/images?q=generation+y&um=1&hl=th


CYBER CRIME LAWS AND COMPUTER FORENSICS TRAINING COURSE 2012 (CCFC 2012 )  

36 

҃ҴҥҾҊҴҲҥҲҜҜ҆үңҠҶҩҾҗүҥӨӀҖҤңҶҌүҜ 
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ëáóßÜòÎìóÂóäĂË­ëøćîÿØÅāÚāæãöëóäëÚÿØéĂÚăØã 
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ğŐŁĹŁŎĿŗŃĠŐŀňŒķĢţŐĵŐĥŋŒķŚĳŋŁŦŚķšĳŜĲŀ
ŉŃŋğŃŅĥ (Internet Auction Fraud) 
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ÂóäÿÉóñÃ­îâúæÛòÖäÿÅäÕõÖ 
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îóËÎóÂääâÅîâßõèÿÖîä°ĂÚÜäñÿØéăØã 

ÂóäĂË­ÛòÖäÿÅäÕõÖāÕãăâ¬ăÕ­äòÛîÚùÎóÖ (Credit Card Fraud) 
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Credit Card Fraud  
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Wire-tap devices => adapt from voice recorder  


