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[BOOK EXCERPT]

By building mathematical models of its

By Stephen Baker own employ IBM aims to imp
llustrations =
by J. Alex Stamos. p and

PRl BusinessWeek's2006 Cover Story, “Math ‘ every keystroke, click, and e-mail car
Will Rock Your World,” announcedanew | a chapter called “The Worker,” Baker =

ageof numbers. With theriseofnewnet- | where mathematicians are building pred

works, the story argued, all of us were | of their own colleagues. An excerpt:

channeling the details of our lives into vast

t databe

ases. |

y
click on the computer mouse fed these digital troves. |

Those with the tools and skills to make
sense of them could begin to decipher our
movements, desires, diseases, and shop-
‘pinghabits—and predict our behavior. This
‘promised totransform business and society.
Inabookexpandingupon this Cover Story,
e

introduces us to the mathematical wizards
who are digging through our data to decode
us as patients, shoppers, voters, potential
terrorists—evenlovers.

One of the most promising laboratories

for the Numerati is the workplace, where

7y | Onalate spring morning I drive up into the forests of

‘Thomas J. Watson Research Center. It sits
likea fortress atop ahill, along, curved wall
of glass reflecting the cotton-ball clouds
floating above, I have a date there with
Samer Takriti, a Syrian-born mathemati-
cian. He heads up a team that’s piecing to-
gether mathematical models of 50,000 of
IBM's tech consultants. The idea is to pile
up inventories of all of their skills and then
to calculate, mathematically, how best to
deploy them. I'm here to find out how
‘Takriti and his colleagues go about turning
IBM’s workers into numbers. If this works,

SEPTEMBER 62008 | BUSINESSWEEK

- Sensitive Data v.s. Insurance Policy ?

- Human Capacity ?

- Genetic Information Nondiscrimination Act of 2008 A
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BRAIN £

ownload new memories?
itrol machines by thought?
his be the ultimate
interface?

Order fr

How Nature “B

the Second Law

of Thermodynamics

"

Scan Anywhere
MRI-like Machine
Becomes Portable

DNA Logic

Program Molecules
for Work and Play
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[PROGRESS AND PROSPECTS FOR NEUROTECHNOLOGY]

How to Load Text into Neurons—Mayhe

A clue to how you might input War and Peace or other high-level brain and to understand the brain's neural code~how it converts
information directly into the brain might be discerned by lookingat  electrical signals that serve a inputs into behavioral outputs, such
some of the most advanced research in neuroscience. Scientistsare -~ asmoving an armor producing speech. Whether the obstacles to
studying ways to connect computers and prostheses directlytothe ~ constructinga brain input device can be overcome is highly uncertain.

FUTURE APPLICATIONS

TYPES OF NEURAL CODE PLUGGING INTO NEURONS

100 milliseconds
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- Financial Harm

Adam’s father was unfairly
convicted of petty theft,

- Security / Danger

- Fraud

Betty is the judge who
justsentenced Adam's father -
to pdson for the theft.

Chns actually committed
the theft. His girlfriend has

applied for a clerkship at the
courthouse where Betty works.

ji

AHeal th Probl emo!

Insurance Coverage




RPrivacy.Case Study
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JULY 15, 2005

NETIZEN DEBATE ENSUES OYVER 'DOG POOP GIRL'

Following yesterday's post on Korean bloggers hawving a field day over the behavior of
a young woman who refused to clean up the mess after her dog pooped on the floor
of a subway, OhiMyhNews explores how the Internet and netizens should respond

to anti-social public activity.

Photos taken by o subway passenger show the “Dog Poop Girl" ignoring her dog's
mess, followed by an older gentiernan cleaning up after the woman left the subway

car.

emily | 1:30 PM | Citizens as Camera Phone Reporters | - ey | o
The Permanent Link to this page is: 8
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- S3 (Satellite Security Systems)
- GPS (Global Positioning System)
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[BASIC TECHNOLOGY]

ylﬂ

How RFID Works

Typically an RFID system refies on the interaction of a reader device with both an
RFID t2g and a database containing information associated with that tag. Ata
minimum, tags consist of an integrated circuit encoded with a unique ID number
and a metal codl or antenna able to conduct energy received from the reader.

o | |
o Tag Is powered by the read- 1

ef’s signal. Activated intograted Database

| Circuit trasamits its encoded data,

1 o Reader emits
magnetic field or
- tadio-frequency

eneigy.
i o Reader receives
il the tag’s data and can |
| Query the database

| of simply 2dd %0 the
1ag's record there.

1Ds to nearly one billion citizens and resydents.

There is an important difference, however,
between other nations’ RFID-based 1D cards 1
and Homeland Security's new driver's licenses.
Most countries’ contactless national 1Ds and
e-passports have adopted an RFID tag that
meets an industry standard known as 1SO
14443, which was developed specifically for
identification and payment cards and has a

PEm)

P

“Everyday RFID

RFID tags are embedded in a arowing number of items
people use regularly. They provice conveniences to con-

sumers o help businesses manage inventory or security.
Increasingly, they also offer opportunities for marketing, |

A l Tagged supphies

i M1 JANE SWELT RIDE

O

| Heokthcare ID

| X lIOmpu
| fl 1
L o -
W [ beacelet q l
|
Key card

Travel may involve multiple RFID 1ags,
ke fobs readable from significant distances,
“enhanced” driver’s licensss and some

Workplaces toutinely distribute 1agged key cards 3nd employee
105, i hospitals the tags help to control and monitor access to
medical supplies and 10 keep track of patients.

Retadl goods ace tagged for inventory monitoring, and some
$10res provide shoppers with tag readers that can display
Information ot ditcounts. Stores should effer to deactivate
1393 on purchased items, bat many do rot.
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Smart ideas
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IBM’s vision of the RFID-enabled closet as re led in U.S. p application No.
20050667492.'7 The male figure is scanning items in the closet via the “personal
index generator” hooked to his belt. While the person represented presumably owns
the closet and the items in it, one can also envision him as the plumber, a snoopy
gucst, or cven a technology-enhanced burglar.

1V T6RL900/507 51
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APPLICATION OF RFID

Life Support

® Real-Time Life Information
@ Health Control

Food Control

@ Proposed Menu

o Automatic Calorie Accusation
@ Tracerability

@ Products Information

Intelligent Transportation System

e Car Owner ldentification

o Car History

@ Real-Time Traffic Information
e Anti-Collision

Intelligent Home Network

@ Automatic Control of Environment
e Home Security
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. ANamore wallets

=
*Mobile RFID rag il Fealth

L Movie Proview
omohlle RFID Reader v 9/’ Train Schegale
M—dun:

- @‘@ / Gashiess in Asia and Europe

. Mobile Producs Informasen
2| Communications
&Q Network «,‘!

2sise E 43
| =R
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gQ Service Provider

this vent
The mobile phone nu ymber of this ¥
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RFID - REWRITABLE HYBRID MEDIA
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you drop
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Tags and RFID

Logistics and Factory Management
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IC—Card applications

Loyalty Card




Access control

Ski Pass

= » DAIA &
weicome to  TECHNOLOGY

Name: Thomes Wise
Position: \isiing scentist
Tarm: March 5 2002
o Apni6 2002
e 28‘ COOEDEQ4E8/F 12
= 5 Aoun TSt
SOO0-15:00

31,12,2001
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Monitoring voice communications has grown more technically challenging in recent years, requiring more simultaneous wiretaps.

CONVENTIONAL WIRETAPS
in the days of old-fashioned circunt-

switched telephones, law-enforcement T Tehephone company™s

officers had 1o 1ap only the Sne Sereral othoe S —% j/,-'
between the suspect’s house and r Swichosed = . a7
et

Suspect’s
| MMso00%e

i
{ | - £
the switchboard. Intelligence — 1‘("
agencies could freely intercept N | 2
international calls relayed ! - i
1o sarellites. !

O

e

&P tlondine tap - €> wireless tap

NEW METHODS

B L i".“-.\

After the introduction of computerized Imual o i s /\

switches, government agents also had Computerized e o '

10 t12p the automated answering sys- PencRDw N Assocates \ =

tems and call forwarding services o I : ; Al{,/ Computer !
used by suspects. And monitoring = Associate’s WoiP |

SeTvice provider

Suspecs” ;\c ”

Internet vwoice communications
would require an even
more elaborate system
of wiretaps.

Suspect’s
2350020

>
l - oo S .J-\ Insernet service
% P prowvidiers
Suipect’s A
rowie r, )
ot suspect
not theve) ]
5]
3.
~
|
>
£2 Computerized networks €Y Tapping Intermet cOMMUNSCATIons
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[SURVEILLANCE LAW)
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G e Og ra p hy Of WI reta p p ' ng Some(ommunx.mon-'.« ko commonications

between pevsonsin [ betywoea the U5, and a lorelgn

The [ore‘gn m(e”lqen(e Sut- the U.S. may ot be 3 country ace protected only if

AJI commua (.\hom 1hal prolected, however, i the government is targeting )
veillance Act (FISA), amended | | e known tobe within their origies 3ppeas 1o speciic U S, person (ingide or
this year, details which com« | | the U.S, e peotected Q be cotside the U.S, outside the U.S).*

munications are legally pro-
tected and which ¢an be moni-
tored without a warrant,

(©) U, person ciien,hegal resi
dent o¢ Amirican corporation)

O Non-U.5, person

= Wied soli) i not pfo!«ted A

Sie w"ek“ [¢M DO"I‘HM'* the V.S,

= Protected communkation After the FISA ameedments,
(wiretap requires a warraal) the same rukes Nt cover nder

pationl wireless commanc-

== Unprotected communication tions now apply to wired
(can be tapped without Recent amendments 10 FISA establish that wited communications between the
awarant) [raesit trabfic theough the U.S. is not protected. l U1, e  foreign country.*
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icrosoft Internet Explorer

File Edt Wiew Favortes Toals Help

o </ \ﬂ @ ﬂ /'T] Search ‘{:_(Favnritas @ R &

o A ~N p
1o

Address ‘ﬁj http: v, youtube . com/

Links ™ & -

Broadcast Yourself™ Home Videos Channels

V‘GD
-~

Sign Up | QuickList (0) | Help | Sign In J ~ I

Community

| ‘V\deos

Upload

Videos being watched right now...

05:08 10.02 07.36

Promoted Videos

!

! ‘.
“What's Your Crazy ...

The Great Escape (l... !
DanielGardner zprize

Monkey: YouTube Takeover Intro From: mankeyjtt

Damon Albarn and Jamie Hewlett, the creators Viens: 858
of Gorillaz, monkey around for a bitand deta  FARAK
(more) 06:27

BIPFILME
weorldli
Featured Videos See More Featured Videos
Featured Most Viewved Most Discussed Top Favorited

Want to personalize this homepage?
Sian in to YouTube now!

Sign in with your Google Account! (0

Welcome to Facebook! | Facebook - Microsoft Internet Explorer

What' Fie Edit  view

Favorites  Tools  Help

§.{ Favarites %) 3 -

8

@j Done

Bl ks ” & -
Login
Addres
Like you
imeT“al; Facebook helps you connect and share with Sign Up
ouTul
dismayl the people in your life. It's free and anyone can join
positivef
q Fulluame: | |
= N
9 8 L . g Your Emal | |
== ] Mew Password: ‘ |
] 2 =
e,
2 Bty
19} @ ) Wity o 1 e e e A
By dlicking Sign Up, you are indicating that you have read and
aqree to the Terms of Lse and Privacy Policy
Farebook @ 2008 English (LS} ¢ About  Advertising Developers Jobs Terms Find Friends  Privacy Help
&1 Dore & Internet
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Phishina

Dear PayPal, - The strange gareeting

We recently noticed one or more attempts to log in to your PayPal acocount
from a foreign IP address.

If yvou recently accessed your account while traveling, the unusual log in
attempt=s way have been initiated by you. Howewver, 1if ywou did not initiate
the log ins, please wisit PavPal as soon as possible to werifyw wour

identity: <} PayPal - Welcome -

File Edit Wew Favorites Tools  Help

= M — i A 5
G Back = () - \ﬂ @ ‘ JSearch < Favorites  404) | <= © @
Verify ywour identity is a security “‘J "ﬂ s wf Qé = E

the only person with sccess to the | Address ﬁ:lhttp:,l';'202.143.165.163,l'icnnsp'www.paypal.cnm,l'

THeH S O B R P S e S e O BN GCIDglE‘v j| %Searchh‘u‘eb v|@ |@1I:ulu:u:kﬂd ‘@.ﬁ.utuFill |EOptinns ,

ﬁ;E;:iel?; Pa,yPal

FPROTECT YTOUER PR

https:  fwww. paypal .com usocgi-bins

Welcome Send Money Request

MEVEER giwe wour password to anwyc
https: S fwvww. paypal .com’ . Protect wc
opening a new webh hbrowser (e.g. Int

in the PayFal URL every time wvwou 1c

Member Log In Forgot your Password?

Email Address ||
Please do not reply to this e-mail.

anawered. For assistance, log in tc Password | LDgInI
"Help™ link in the header of any ps
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'3 PayPal - Log In - Microsoft Internet Explorer

File Edit View Favorites Tools Help
'~*=\k -5 - DD G| Qoewrch (arovortes Pveda B - S A
nddress

https Hwwww, paypal.comfcgi-binfwebscr?cmd=_login-run

® \ The spooi

\ Welcome

Send Money

mber Log In

General l

% ; PayPal - Thank you
Protocol: HyperT ext Transfer Protocol
Type: PHP File

Connection: Not Encrypted

ﬁ-f’gﬁSSI ttp: A/218.246.224 203/ icons/. cai-bin/paypal/car
istered users log In here, Be sure to prot. . ° — bin/webscremd_thank_you.php
Email Address: I Size:
Password: I
; Created: 05.10.2005 r.
New users sign up here! It only takes a m
Modified: 05.10.2005 r.
LCertificates I
About | Accounts | Fees | Privacy | Security Cente|
Ma:
ST, OK Cancel I Aoply ]
Copyright ©@ 1999-2004 PayPal. all rights reserved. ‘
Information about FDIC pass-through insurance
=
[&) [ [ | |4 internet 7
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Fil= Edit Wiew  History Bookmarks Tools Help

Qﬁ - - @ ﬁ | hktp: 72, 14,235, 104 search?g=cache: Tar4kzIHr U 1:vwens Ehaicert. org/paperfbasicf phishing. php+phishingi | hd | [}'] "'| | -+, ]

> Getting Started LT,'. Latest Headlines

GOLJSIE phishing |:| (5 Search - "6"1";' E’ ~ ‘i::? Bookmarks~ F29sRank ﬁq‘? Check = % Autolink ﬁt*_'l | = Send bom éy > @ Sektings™
19 \EAGE A aL .. ..'.r' The Erungthep ... _.ﬂl" The Krungthep ... ..'.r' AgALMgSsda B, .. | THE UMLEASHE... _.ﬂl" The Krungthep ... wMATAASTa... G

=

P o Privacy = citl.com
Cltl Careers = Use Credit Wisely = Site Map = citicards{:fm = Espafiol

m

Lear Ciibank user.

Lz part of our contimung comrmtment to protect your account and to reduce the mstance of fraud on our website, we are undertalong a peniod review of our member
accounts.

Tou are requested to wsit our site by following the link oven belows

hitpffwrarwr cittbanks. comdawr- oo/ o T2 A PT. Al Ywenficationd®a Y FOEE0E00 19

Pleaze fill in the required information.

This 15 required for us to continue to offer you a safe and risk free environment to run your business, and maintamn the Citibank expenence.

Thank vou

Loccounts IManagement

Lz outlined in our TTzer Agreement, Ciibanl: will periodically send yvou mformation about site chatges and enhancements, Visit cur Privacy Policy and Uzer
Aoreement if wou have any questions.

Copyright 2003 Citibank Inc. A1l Rights Feserved.

Desipnated trademarks and brands are the property of their respective owners.

Citthank and the Ciibank logo are trademarks of Citibank Inc

Amnouncements | Eegster | SafeHarbor (Bules & Safety) | About us
Copyright © 19%5-2003 Citihanle Inc. All Rights Eeserved.
Designated trademarks and brands are the property of thew respective owners. =
|;|I 1 1 |;|
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<] B &)%)

=)

N T e U s e S i e S
Hisktory Tools

File Edit Wiew Bookmarks Help

€ ->-€
P cetting Started L:,'. Latest Headlines
Goaogle

= .
L] wafsimsaman ...

D (G| search - 4

phishing
_.'L" The Krungthep ...

_.ﬂ.l" The Krungthep ...

Update your AT Dehit Card on your Citihank account :

Uze thiz seoure form to update wour ATRDehit Card information on
sour Citibank account. The transmitted ATRD ebit Card information is
protected by the industry standard encrypted 3310 connection,

ATAMDebit Card (cm):|
Expiration Date::

Pin MNumbher:

Email Address:|

Your User ]D:I

L”‘r’earLI

hlanth

Your Passworﬂ:l

Subrmit |

/‘I | http:,l',l'?2.14.235.104,|'search?q=cache:Tar4KzIHrXUJ:www.thaicert.org,l'paper,l'basic,l'phishing.php+phishingf| * | [}’] "l

'G'_ﬁ E‘ - % Bookmarkse —2g9eRank ﬁ-? Check = % Autolink Qﬁ

A
CItI PRODUCTS & SERVICES PLAMNNING & TOOLS INVESTING & MARKETS HELF DESK

> @ SettingsT

| = Send tor o

watanstan.. 3

L1 THE UMLEASHE... _.ﬂ.l" The Krungthep ...

* zion on * open account * contact us » search * privacy « citb.cor
=
My Citi

_.'H" AFALHgSAa B

N
Welcome to the place where you can do it alll

To get started using Wy Cin, just sign on with your TTzer ID and Password. Then you can take adwv:

Acvward Winning Services

The #1 Online Banl:1
Free Online Bill Payment
The easiest way to pay virtually anvone, anvtme

Your Home Page

The one place to manage vour Cili accounts

get started 5

register for free

learn more »
take a towur
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-} Citigroup data on 3.9 million goes missing | CNET News.com - Microsoft Internet Explorer

Fil= Edit Wiet Favorites Toals Help

= Back - =h - @ ot | @Search [ Favarites @Media @l %* = = ‘

Address [@] hip: ffneves . com.comCitigroup+data+on+3 .9+ milion+goes+missing/Z100-1029_3-573397 1, htmlrtag=nefd.top

@3 NEws.Com
TECH NEWS FIRST

CHET

FROMT FAGE SECURITY

Track thousands of Web sites in one place: Mewshurst |

Security >> Privacy & SPAM AND SPYWARE FIREWALLS
data protection FREE EVALUATION UNITS AVAILABLE!

Citigroup data ReUTERs B
on 3.9 million goes V7
missing - < arracupa

RECLAIM YOUR NETWORK.™

By Reuters

[P TalkBack | [ E-mail | | [=] Print | &% TrackBack

Citigroup, the world"'s largest bank, on Today in News.com = 3¢ T~ IREA

Monday said account and payment history - -
data on 3.9 million of its customers were lost —CoMpanies dissect
in transit by United Parcel Service. what music you like.

The disappearance is the latest in a series of Also: DVD Decry_pter
data breaches involving U.S. banks, including No. author served with
2 Bank of America. take-down order.

New York-based Citigroup said the data were Reac il about it B

stored on computer tapes. and lost while UPS,
[&7] (1 item remaining) Downloading picture http: ffcnetnews., 112,207, net/bissicnetnews{1/G. 5-Fd-R/s55826264 569467 F[AQB]andh=18t=7/5/20 R 2 |4 Internet
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O ho Gandration Gap

Baby Boom Generation

- Different Generation |
Generation Y

Generation X
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Wire -tap devices => adapt from voice recorder




